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FOREWORD 

The International Energy Agency (IEA), founded in November 1974, is an autonomous body 

within the framework of the Organisation for Economic Co-operation and Development 

(OECD) which carries out a comprehensive programme of energy co-operation among its 22 

member countries. The European Commission also participates in the work of the Agency. 

 

The IEA Photovoltaic Power Systems Programme (PVPS) is one of the collaborative R&D 

agreements established within the IEA, and since 1993 its participants have conducted various 

joint projects on the photovoltaic conversion of solar energy into electricity. 

 

The twenty-two members are: Australia, Austria, Canada, Denmark, European Commission, 

Finland, France, Germany, Israel, Italy, Japan, Korea, Mexico, Netherlands, Norway, Portugal, 

Spain, Sweden, Switzerland, Turkey, United Kingdom and United States. 

 
This report has been prepared under the supervision of PVPS Task V by: 

 
Neil Cullen 

Freelance Consultant 

Hillside House 

Swindon, UK 

SN1 3QA. 
neil_cullen@ntlworld.com 
Tel: +44 (0) 1793 345 659 

Jim Thornycroft 

Halcrow 

Burderop Park 

Swindon, UK 

SN4 0QD. 
thornycroftjm@halcrow.com 
Tel: +44 (0) 1793 812 479 

 

Alan Collinson 

EA Technology 

Capenhurst Technology Park 

Chester, UK 

CH6 5SD. 
alan.collinson@eatechnology.com 
Tel: +44 (0) 151 347 2396 

 

in co-operation with experts of the following countries:  

 
Australia, Austria, Denmark, Germany, Italy, Japan, Netherlands, Portugal, Switzerland, United 

Kingdom and United States and approved by the Executive Committee of the PVPS programme. 

 

The report expresses as accurately as possible the international consensus of opinion on the 

subjects addressed. 

 

ABSTRACT AND KEYWORDS 

The purpose of this study was to apply formal risk analysis techniques to the issue of islanding 

of photovoltaic power systems within low voltage distribution networks. The aim was to 

perform a first pass calculation to determine the additional level of risk that islanding could 

present to the safety of customers and network maintenance staff.   In the event of a loss of 

mains supply, grid-connected PV systems are required to automatically disconnect from the grid 

in order to prevent the network from islanding.  This study has identified the reliability required 

of the islanding detection and control systems and their installation, based on standard 

procedures for developing a safety assurance strategy. 

 

Keywords: Photovoltaics, islanding, risk analysis, probability, safety, low voltage networks, 

grid connected, non-detection zone, installation, safety integrity level 
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EXECUTIVE SUMMARY  

The International Energy Agency (IEA) Implementing Agreement on Photovoltaic Power 

Systems (PVPS) Task V Working Group is entitled: “Grid Interconnection of Building 

Integrated and Other Dispersed Photovoltaic Power Systems" and since its formation in 1993 

has investigated grid interconnection issues through international collaboration.  The main 

objective was to develop and verify technical requirements which may serve as technical 

guidelines for grid interconnection of building integrated and other dispersed PV systems. The 

development of technical guidelines will enable safe and reliable interconnection of PV systems 

to the utility grid at the lowest possible cost. 

 

It is generally accepted that grid interconnection of photovoltaic (PV) power generation systems 

enables effective utilisation of the generated power from PV.  However, technical requirements 

of both the utility power system grid and the PV system must be satisfied to ensure the safety of 

the PV operator and the reliability of the utility grid.  Clarifying the technical requirements for 

grid interconnection and solving the problems are therefore very important issues for the 

widespread application of grid-connected PV systems.  The requirements for grid-connected 

systems are closely related to the configuration and operational regime of the power distribution 

system, which are often country-specific.  However, one of the technical issues of concern that 

is common to all network operators around the world is that of islanding. 

 

The purpose of this study was to apply formal risk analysis techniques to the issue of islanding 

of photovoltaic power systems within low voltage distribution networks.  The aim was to 

perform a first pass calculation to determine the additional level of risk that islanding could 

present to the safety of customers and network maintenance staff.  In the event of a loss of mains 

supply, grid-connected PV systems are required to automatically disconnect from the grid in 

order to prevent the network from islanding.  This study has identified the reliability required of 

the islanding detection and control systems and their installation, based on standard procedures 

for developing a safety assurance strategy.   

 

The main conclusions from the study are: 

 

• The “benchmark” risk that already exists for network operators and customers is of the order 

of 10
-6

 per year for an individual person 

• The risk of electric shock associated with islanding of PV systems under worst-case PV 

penetration scenarios to both network operators and customers is typically <10
-9

 per year 

• Thus, the additional risk presented by islanding does not materially increase the risk that 

already exists as long as the risk is managed properly 

• Loss of mains (LOM) protection functionality provides additional safety, up to a point: 

• An inverter’s designed safety integrity level (SIL) affects the level of risk 

• The quality of the installation and any subsequent maintenance will also affect the risk 

• There is a need to inform and educate both network operators and customers about the 

implications of the use of PV as an embedded micro-generator, as PV systems become more 

widespread. 
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It is recommended that: 

 

• Since LOM functionality is included in many PV inverters already, it is appropriate to 

maintain this requirement, but emphasis should be put on simple, robust, verifiable and cost-

effective solutions (e.g: software-based). 

• The findings of this report should be: 

i) incorporated into the training and education programmes of network operators and PV 

system installers  

ii) reviewed by appropriate interconnection standards working groups 

iii) publicised in appropriate professional institutional journals and subjected to thorough 

public peer review
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1 INTRODUCTION 

Task V is a technical working group of the International Energy Agency (IEA), Implementing 

Agreement on Photovoltaic Power Systems (PVPS). The title of the working group is “Grid 

Interconnection of Building Integrated and Other Dispersed Photovoltaic Power Systems.” 

 

The main objective of Task V is to develop and verify technical requirements that may serve as 

technical guidelines for the network interconnection of building-integrated and other dispersed 

photovoltaic (PV) systems. These technical guidelines are intended to ensure the safe, reliable 

and low-cost interconnection of PV systems to the electric power network.  

 

It is generally accepted that grid interconnection of photovoltaic (PV) power generation systems 

enables effective utilisation of the generated power from PV.  However, technical requirements 

of both the utility power system grid and the PV system must be satisfied to ensure the safety of 

the PV operator and the reliability of the utility grid [1].  Clarifying the technical requirements 

for grid interconnection and solving the problems are therefore very important issues for the 

widespread application of grid-connected PV systems.  The requirements for grid-connected 

systems are closely related to the configuration and operational regime of the power distribution 

system, which are often country-specific [2].  However, one of the technical issues of concern 

that is common to all network operators around the world is that of unintentional power islands, 

commonly referred to as islanding [3].  This phenomenon is common to all embedded 

generation and not just PV. 

 

It is the role of distribution network operators to provide a reliable, secure and safe power 

network that meets certain performance criteria and at a reasonable cost to its customers.  

Traditionally, these customers have been almost exclusively “demand” customers.  However, 

the general liberalisation of the electricity industry which is taking place globally means that 

small generators now have certain rights to connect their generators to the distribution network 

in many countries.  This right normally has to be balanced by the costs associated with 

connection. 

 

The occurrence of unintentional power islands within distribution networks is of major concern 

to network operators.   Islanding impacts on many of the operational and safety requirements of 

networks to both network maintenance operations and customers and therefore network 

operators are keen to ensure that islanding cannot occur. 

 

1.1 Objectives of the Report 

The purpose of this study was to apply formal risk analysis techniques to the issue of islanding 

of photovoltaic power systems within low voltage distribution networks. The aim was to 

perform a first pass calculation to determine the additional level of risk that islanding could 

present to the safety of customers and network maintenance staff.  In the event of a loss of mains 

supply, grid-connected PV systems are required to automatically disconnect from the grid in 

order to prevent the network from islanding.  This study has identified the reliability required of 

the islanding detection and control systems and their installation, based on standard procedures 

for developing a safety assurance strategy. In addition to design issues, the study outlines other 

issues which must be included in system assessment, approval and management in order to 

ensure adequate safety. 
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2 PROBABILITY OF ISLANDING 

2.1 Background 

Islanding of inverter-connected PV-generator systems means  “… any situation where the 

source of power from the network operator’s distribution system is disconnected from the 

network section in which the generator is connected, and one or more inverters maintain a 

supply to that section of the distribution system or consumer’s installation” [4]. 

 

Thus, in the event of a loss of mains supply, grid-connected PV systems are required to 

automatically disconnect from the grid in order to prevent the power network from islanding.  

Many techniques, using either active or passive detection methods, have been developed over 

the years.  A comprehensive review of loss of mains detection techniques is contained in a 

complementary IEA report [5]. 

 

This study has considered the risk of islanding to operators as a combination of the probability 

of load/generation match combined with the simultaneous loss of mains supply and the failure 

of the protection to detect the island on demand, i.e.   

 

• Risk(islanding) = P(match) * P(LOM) * P(protection failure)   [2.1] 

 

The probability of the loss of mains supply, P(LOM), can be estimated reasonably accurately 

from existing data.  In this study, actual data relating to the probability of power outage in 

typical UK distribution systems is used in conjunction with estimates for the frequency of 

maintenance operations carried out by network maintenance staff.   

 

However, the probability of load/generation match, P(match) is harder to define, therefore more 

information is needed.  This information has been provided by a parallel study carried out as 

part of the co-ordinated IEA PVPS Task V activities in the form of a comprehensive Dutch 

study examining probability of load/generation match [6].   

 

The third component in the risk analysis is the failure of the protection.  The probability of the 

protection failing to detect an island is a function of several factors: 

 

• the islanding detection method (e.g. non-detection zone),  

• the inverter designed safety integrity level (SIL), as well as  

• the quality of the installation. 

 

Before examining the risk analysis of islanding in detail, it is important to answer some 

fundamental questions, such as: 

 

• what is the boundary for a power island? 

• how long does islanding have to occur to be a problem? 

• how close a match between load & generation is needed to produce an island? 

• how can an inverter reduce the risk of islanding occurring to an appropriate level? 

 

2.2 The Power Island Zone 

Given the definition of islanding above, power island zones could exist within any of the 

domains illustrated in Figure 1, ranging from a single house to a whole section of network up to 
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the distribution transformer and including a single phase or multiple phases. 

 

 

Figure 1: Potential Power Island Zones 

 

However, the boundary for an island is likely to conform to the following constraints: 

 

i) occur under no-fault conditions 

ii) every switch/fuse/breaker forms a possible boundary 

iii) a ‘single house’ island would not normally concern network operators, since the public 

network is not energised, and therefore will not affect network maintenance staff.  However, 

network operators do have a ‘duty of care’ towards their customers to ensure adequate 

provisions for their safe use of the network and so some consideration is required of a power 

island consisting of a single house. 

 

Under these constraints, the most likely island boundary on the public network will be at the 

distribution transformer fuse (LV side or MV side).  For a single house, the most likely island 

boundary is at the consumer unit (e.g. cut-out fuse, MCB or main switch). 

 

2.3 Stability of a Power Island 

The stability of a power island is governed by how long it is able to sustain itself.  For the 

purposes of this study we define three states of island stability: 

 

i) unstable island – an island condition that lasts for less than 5 seconds 

ii) quasi-stable island – an island condition that lasts for 5 to 60 seconds 

iii) stable island – an island condition lasting longer than 60 seconds 

 

In this study, it is assumed that unstable islands (i.e. islands lasting < 5 seconds) do not present a 

significant risk, since there is a natural human response time delay between disconnecting an 

electrical circuit and performing any manual work on the disconnected circuit. 

 

Similarly, the results of the Dutch study has shown that islanding conditions are unlikely to 

persist for >60 seconds and so islands of duration longer than one minute are also not considered 

in order to simplify the analysis. 
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Thus, data related to “quasi-stable” islands has been extracted from the Dutch data for the 

purposes of this study. 

 

2.4 Load/Generation Match 

The probability of load/generation match conditions being met at any time is a function of the 

load/generation match criteria.  The match criteria depends on the degree of closeness required 

to be considered as “matched”.  It also depends on the parameters that need to be considered to 

be matched, such as load/generation current, real power and reactive power. 

 

2.5 Loss of Mains Protection and Islanding Detection 

The risks associated with islanding can be reduced if the inverter has the ability to detect a loss 

of mains supply.  Many islanding detection methods have been developed, where each method 

has its own inherent strengths and weaknesses.  However, the detection of  a loss of mains 

supply can never be absolute.  For example, many of the detection methods have a “non-

detection zone” (NDZ), where under certain conditions the loss of mains supply cannot be 

detected.  In practice, designers strive to make the NDZ as small as practically possible.   

 

There are other factors that also limit the practical ability of the protection to detect loss of 

mains.  These include the inherent designed safety integrity level (SIL) of the inverter and also 

the installation and commissioning procedures for the PV inverter system. 
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3 RISK ASSESSMENT OF ISLANDING USING IEC STD 61508 

An appropriate standard for assessment of risk in this type of system, is the 1998 CEI/IEC 

International standard 61508: “Functional safety of electrical/electronic/programmable 

electronic safety-related systems” [7].  This is based on the concept of a ‘Risk Graph’ as 

illustrated by Figure 2 of the standard shown below: 

 

 

  

Figure 2 ‘Risk graph: general scheme’ from IEC 61508 - 5 Standard (1998) [7] 

 

The decision process starts from the left. Potential consequences are considered (e.g. minor 

damage CA to multiple deaths CD). Then the likelihood is assessed of someone actually being 

exposed to the risk of these consequences at the time of the failure, either FA for safety or FB for 

exposure (e.g. how long does the dangerous condition persist and how likely is it that someone 

is working on the system when the fault occurs?). Then the possibility of mitigation or 

avoidance (e.g. rubber gloves) is assessed, PA for successful avoidance and PB for ineffective 

precautions. 

 

Finally, the user decides on the acceptability of a given frequency of occurrence of the undesired 

events. W3 represents a low acceptable frequency, and W1 a relatively higher acceptable 

frequency. The table on the right then enables the appropriate safety integrity level (SIL) to be 

chosen, from ‘a’, ‘no special safety requirements’, through SIL 1 to 4, to ‘b’ (= think again 

about how to ensure acceptable safety). 

 

Other parts of IEC 61508, and comparable documents, sometimes use the same approach but 

instead of specifying an SIL and leaving the designer to find a method of achieving it, actually 

give a prescriptive method, or choice of methods, by which the SIL can be achieved. 

Generalised 

arrangement (in 
practical 

implementations 

the arrangement is 
specific to the 

applications to be 
covered by the risk 

graph) 

a 

b 

1 

3 

2 

4 

--- 

4 

a 

2 

1 

3 

--- 

3 

--- 

1 

a 

2 

--- = no safety requirements 

a = no special safety requirements 

b = A single E/E/PES is not sufficient 

1,2,3,4 = Safety Integrity Level (SIL) 

W3 W2 W1
x1 

x2 

x3 

x4 

x5 

x6 

cA 

cB 

cC 

cD 

FA 

FB 

FA 

FB 

FA 

FB 
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PB 

PA 

PB 

PA 

PB 

PA 
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Starting point for 

risk reduction 
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C = Consequence risk parameter 

F = Frequency and exposure time risk parameter 

P = Possibility of failing to avoid hazard risk parameter 

W = Probability of the unwanted occurrence 
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3.1 Safety Integrity Levels 

The ‘Safety Integrity Levels’ (SILs) in CEI/IEC 61508 are defined for two modes of operation: 

 

• Continuous or ‘High’ demand operation 

• ‘Low’ demand operation 

 

For the continuous or ‘high’ demand mode of operation , the probability of a dangerous failure 

is determined on a “per hour” basis.  For ‘low’ demand, the probability of a dangerous failure is 

determined on the basis of failure ‘on demand’.  The probabilities of failure for high demand 

and low demand modes of operation are given in Table 1 and Table 2 respectively. 

 

 

Safety Integrity Level High Demand or Continuous Mode of Operation 

(Probability of a dangerous failure per hour) 

4 ≥ 10
-9

 to < 10
-8

 

3 ≥ 10
-8

 to < 10
-7

 

2 ≥ 10
-7

 to < 10
-6

 

1 ≥ 10
-6

 to < 10
-5

 

 

Table 1: Safety Integrity Level – High Demand or Continuous Mode of Operation 

 

 

Safety Integrity Level Low Demand Mode of Operation 

(Probability of failure to perform its design 

function on demand) 

4 ≥ 10
-5

 to < 10
-4

 

3 ≥ 10
-4

 to < 10
-3

 

2 ≥ 10
-3

 to < 10
-2

 

1 ≥ 10
-2

 to < 10
-1

 

 

Table 2: Safety Integrity Level – Low Demand Mode of Operation 

 

The two measures of reliability are equivalent if the number of demands made on the system is 

approximately 1 per year. This can be seen as there are 0.8760 x 10
4
 hours per year.  For our risk 

study, we have used the data for “performance on demand”. 

 

The actual number of undesired consequences which is considered acceptable will depend on 

the severity of the consequences. For instance, if each system failure resulted in multiple deaths, 

or even a single death, then a higher SIL would be sought. Conversely, if only minor damage to 

inexpensive equipment was the result, a lower SIL might be acceptable. 

 

IEC 61608-5, i.e. Part 5 of the Standard, describes a process of arriving at the appropriate SIL 

for a particular system, in accordance with the philosophy illustrated above, with the objective 

of achieving a risk which is ‘as low as reasonably practicable’ (ALARP) [8,9].  The same 

approach is proposed in a number of related national standards. 
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3.2 PV Risk Analysis ‘Fault Tree’ 

The ‘fault tree’ method used to structure the PV risk analysis in this study is based on the IEC 

61805 risk graph methodology.  In this case we are initially able to consider the distribution 

network and the PV inverter separately to identify the potential for islanding and then assess 

how this impacts on the risk to operators (i.e. network operator maintenance staff and domestic 

customers).  This methodology is illustrated in Figure 3. 

 

 

 

Figure 3:   PV Islanding Risk Analysis Fault Tree 

 

• Network  – load/generation match and loss of mains supply 

• Inverter  – inverter protection does not detect loss of mains 

• Operator – operator touches conductor 

 

Figure 3 indicates that for an island to occur there has to be a match between load and 

generation at the same time as a loss of mains supply occurs.  Furthermore, the inverter 

protection must fail to detect the loss of mains condition.  Finally, for an operator to be at risk, 

he must touch the energised live conductor.   

 

Each of the elements of the fault tree are examined in more detail in the following sections.  

Section 4 gives individual consideration to distribution networks, Section 5 examines the 

inverter aspects and Section 6 looks at the operator issues.  The three elements are then brought 

together in the full risk analysis in Section 7. 

 

AND 

 

NETWORK 

 

INVERTER 

 

ISLANDING 

 

RISK 

AND 

 

OPERATOR 
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4 LV DISTRIBUTION NETWORKS  

This section is based on UK network data as this information was most readily available for this 

‘first pass’ calculation.  

4.1 Types and characteristics of distribution network 

The UK uses a mixture of overhead lines and underground cables to supply customers at low 

voltages (i.e. 230 volts).  Typically, overhead line networks have slightly different 

characteristics to cable networks (in terms of  fault levels, types of fault {earth fault, phase-to-

phase fault, etc.} and numbers of faults per customer and duration of fault/outage). 

 

The majority of LV networks in the UK are cable rather than overhead line (approximately 80% 

of the UK’s LV network is cable network, measured by distance).  As one might expect, LV 

cable networks typically have higher customer densities (approximately 85 customers per km of 

cable) compared with LV overhead line networks (approximately 22 customers per km of 

overhead line).  This means that approx 95% of LV domestic customers are supplied by LV 

cable, leaving 5% of domestic customers supplied by LV overhead line. 

 

The fault rate for overhead line customers is likely to be higher – say two supply interruptions 

per year, against cable customers with typically less than one supply interruption every five 

years.  Note that the fault rates are not directly applicable to islanding, since a short circuit fault 

should mean that the inverter’s overcurrent protection should operate (i.e. does not have to rely 

on island detection).  However, fault rate can be used as a proxy to indicate the level of 

maintenance activity on the network, requiring re-configuration of other sections of the network 

where no fault exists, resulting in the potential for loss of supply to other parts of the network.   

 

4.2 Probability of a power island 

The probability of a power island can be split into two separate, independent events which need 

to occur at the same time, as described previously.  These are: 

 

i) P(LOM) - the network zone becomes disconnected from the main network  

ii) P(match) - the simultaneous match of load and generation within a network zone  

 

4.3 P(LOM) – The Probability of Loss of Mains Supply 

If an  approximate value for the potential “exposure rate” for domestic customers is estimated 

using network fault rates as a proxy, we have: 

 

• 2 faults per year for a rural overhead line network, leading to a customer exposure rate of 

 

2/(days*hours*minutes*seconds) per second 

 

where 

 

days  = days in a year 

hours   = hours in a day 

minutes  = minutes in an hour 

seconds  = seconds in a minute 

 

= 2/(365*24*60*60) = 6.34 x 10
-8

 per second     [4.1] 
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• 0.2 faults per year for a urban cable network leads to a customer exposure rate of 

 

0.2/(days*hours*minutes*seconds) per second 

 

= 0.2/(365*24*60*60) = 6.34 x 10
-9

 per second   [4.2] 

 

For network maintenance staff, if a working year is divided into 250 working days and each day 

has two ‘jobs’, each with four switching operations, then a maintenance engineer performs 2000 

switching operations per year. 

 

Thus, if an approximate value for the potential “exposure rate” for network maintenance staff 

can be estimated on this basis, we have: 

 

• 2000 switching operations per year leads to a network maintenance staff exposure rate of 

 

2000/(days*hours*minutes*seconds) per second 

 

where 

 

days  = working days in a year 

hours   = working hours in a day 

minutes  = minutes in an hour 

seconds  = seconds in a minute 

 

= 2000/(250*8*60*60) = 2.78x10
-4

 per second     [4.3] 

 

These values will be used in the Risk Calculation carried out in Section 7. 

 

4.4 P(Match) – The Probability of Load/Generation Match 

The characteristics of load and generation have been studied in great detail in the Dutch study 

mentioned previously [6].  This study has provided valuable field data related to dynamic 

voltages and currents found within a typical Dutch residential network.  The absolute values 

(real and reactive), the rate-of-change and the probability density functions on a ‘per second’ 

basis provide necessary and sufficient information to calculate the probability of generation/load 

match for a variety of PV penetration levels, load match criteria and power island durations. 

First of all, taking idealised daily PV generation and load profiles, as shown in Figure 4, it can 

be seen that in principle matches can occur for certain ratios of PV generator power rating and 

customer load demand. 

 

Focussing on the points where the two lines meet, the duration of the match is dependent on the 

‘margin’ chosen to define matched conditions.  Whilst the margin can be set arbitrarily, in 

practice a value is chosen to reflect the behaviour of the system.  Typical match criteria values 

of 2, 5 and 15% were used in the Dutch study to illustrate the sensitivity of the probability of 

islanding to the load/generation match criteria.  
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Figure 4: Idealised Load and Generation Profiles, Illustrating ‘Match’ Criteria. 

 

The match criteria also need to take into account real and reactive power flows, as shown in 

Figure 5, since both need to be matched for a sustained power island. 

 

 

Figure 5: Typical relationship between PV inverter and load power factors 

 

Finally, in the real world situation, the Dutch study showed that load and generation profiles are 

much more dynamic than the ideal profiles shown above.  Also, the rate of change of load is 

greater than the rate of change of PV output, therefore, the rate of change of load is the more 

significant dynamic factor.  This implies that the number of load/generation matches will be 

greater in real situations, but load/generation matches are more likely to be due to transient load 

changes (i.e. match condition will not last for any significant length of time).  Transient load 

changes, by definition, do not last very long (i.e. < one second), and so are not relevant to the 

analysis of ‘quasi-stable’ power islands (i.e. island duration in the range five to sixty seconds). 
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The Dutch study also showed that the probability of load/generation match is a function of PV 

penetration which can be characterised by a curve of the form shown in Figure 6.  This provides 

us with some useful benchmark values for the risk analysis as calculated below: 

 

Figure 6:  Probability of load/generation match for different PV penetration factors 

 

Using round numbers, if the average uptake of PV within an LV fused zone is less than 400Wp 

per house (corresponding roughly to 3 times the minimum demand or 1/3 of the after-diversity 

maximum demand, ADMD), the potential for islanding tends to zero as shown in Figure 6.  The 

worst-case scenario is reached when the PV rating reaches approximately six times the 

minimum (night-time) load or 2/3 of the ADMD.  In this case, using typical match criteria, the 

probability of a load/generation match lasting for one second is in the region of: 

 

10
-5

 per second.        [4.4] 

 

The Dutch study also showed how the stability of a power island has an exponentially decaying 

characteristic, similar to that shown in Figure 7.  

 

Figure 7: Probability of islanding versus island duration 
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Based on the Dutch data, the probability of load/generation match typically reduces by a factor 

of ten for island durations > 5 seconds.  This reduces the probability of load/generation match 

to:  

 

10
-6

 per second        [4.5]  

 

This highlights the appropriateness of the “5 second delay” used in some countries as a safety 

precaution following disconnection of the mains supply.  This delay allows any unstable island 

to decay before any manual operation is carried out on the LV network. 

 

Based on the data from the Dutch Study, it can be concluded that: 

 

• The probability of load/generation match (islanding) conditions is extremely small for PV 

penetrations less than a certain level (typically <400Wp/house in the Dutch example) and so 

islanding is not an issue at low penetration levels. 

• The probability of an island remaining stable for >60 seconds becomes extremely small for 

realistic load/generation match criteria and so ‘stable’ power islands are unlikely to occur at 

all in practice. 

• A reasonable estimate for the probability of  load/generation match conditions lasting up to a 

second is of the order of 10
-5

/second. 

• The recommended ‘5 second time-delay’ corresponds well with the exponential decay of 

unstable island probabilities and so this is an appropriate delay for practical network 

maintenance activities, assuming safe working practices are adopted (e.g. “live-line” 

working practices) and reduces the probability to <10
-6

/second. 

 

This information forms the basis for the estimate of load/generation match conditions, which is 

one of the key components of the risk analysis.  These values will be used in the risk calculation 

carried out in Section 7. 
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5 INVERTER 

5.1 Inverter Risk Analysis Fault Tree 

For an inverter to detect loss of mains supply, three conditions need to be satisfied.  Firstly, the 

protection must be designed correctly and be operational.  Secondly, the inverter must be 

installed correctly (i.e. with the protection enabled and the correct limits set).  Thirdly, the 

inverter must be operating within its “detection zone”.  Thus, failure to meet of any one of these 

criteria will lead to the inverter failing to detect loss of mains.  This is shown in the inverter risk 

analysis fault tree in Figure 8. 

 

 

 

Figure 8: Inverter Risk analysis Fault Tree 

 

5.2 Protection Failure 

The success of the protection system will depend on its correct design and the reliability of its 

components, often expressed as the ‘availability’ of the protection system. For example, the 

islanding software could detect the presence of an island but fail to disconnect the inverter.  

Failure modes include either hardware failure or software failure.  With hardware failure, it is 

important to distinguish between failure of the device (e.g. MTBF 10000 hours of operation) 

and failure in an unsafe way.  The latter could arise from such things as failure of the control 

circuits that normally cause the inverter to shut down or a failure of the disconnect device itself.  

Software failure includes the software actually used to detect the island and the software 

communicating with the disconnect relay.  

 

Loss of mains supply is an infrequent event.  The ‘low demand mode of operation’ means that 

‘performance on demand’ is the appropriate assessment criterion.  Functional loss of mains tests 

have been developed by many countries to provide a measure of this ‘performance on demand’.  

A combination of repeat tests and stringent test parameter values provides some indication as to 

the safety integrity level of the inverter.  We have chosen a value of: 

 

10
-3

 (boundary between SIL 2 and SIL 3)     [5.1] 
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for the SIL level of the inverter protection, based on type testing of inverter loss of mains.  This 

corresponds to 10 consecutive successful operations when asked to perform on demand (i.e. 

(1/2)
10

 ≈ 10
-3

). 

 

Note: reliability and safety are not the same: it is possible that the safety of a system with 

relatively unreliable components, in a redundant structure, could be higher than the safety of a 

system with a simpler structure but with more reliable components (See BE EN 954-1).  The 

probability of the islanding protection failing to operate could be reduced by: 

• Selection of components: the use of accredited suppliers (i.e ISO9001 or similar) 

• System structure – design for redundancy 

• Self test function within the unit 

• Periodic checking (difficult to implement) 

5.3 Incorrect Installation  

The inverter, although designed and working correctly, could still fail to provide the required 

protection if it is installed incorrectly.  This could arise from: 

 

• incompetent installation  

• vandalism/tampering 

• illegal connection (e.g. ‘Guerrilla Solar’) 

 

This could pose a hazard in one of two ways: 

 

i) Use of a non-approved inverter.  This may contain ‘sufficient’ islanding protection but 

there is no guarantee. 

ii) Software settings (protection, voltage/frequency) are incorrect.   

 

The risk can be reduced in three ways: 

 

i) Training of installers (see definition of Competence of persons in IEC 61508 – 

awareness of critical failure modes) 

ii) Use of a self-testing inverter (see Sunny Boy technical description) i.e. inverter will 

disconnect itself unless correctly installed 

iii) Protect voltage and frequency setpoints with passwords or other suitable means 

 

5.4 Islanding Non-Detection Zone (NDZ) 

The non-detection zone [5], as shown in Figure 9,  can be used as a way to visualise the normal 

operating ‘envelope’ for the inverter.  The NDZ boundaries reflect the match of both real and 

reactive power (function of voltage/phase/frequency) sustained for a long enough period to 

qualify as an ‘island’ (this is taken as 5 seconds in several countries).  
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Figure 9: Islanding Non-Detection Zone 

 

Thus, it can be seen that operation outside the envelope can be detected by the use of 

appropriate voltage and frequency limits.  Additional ‘active’ methods can be employed, either 

to provide additional protection as an independent LOM function or by providing accelerated 

operation of the voltage/frequency limits.  More data on loss of mains functions can be obtained 

from a parallel study which provides comprehensive information on currently available options 

[5]. 
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6 OPERATORS  

This section can be divided conveniently into ‘network operators’ and ‘domestic customers’ (i.e. 

operators of PV systems). A table of relative risks, derived from readily available publications, 

is given in the appendix to put the risk values we have chosen in perspective. 

 

6.1 Network Operators 

The nature of the electricity industry means that strict working practices have been developed 

over a long period of time to ensure that the working environment is as safe as possible.  It is 

necessary to establish some form of benchmark for the level of safety within the industry in 

order to put the risk analysis of PV islanding in context.  Whilst it is a rather crude measure of 

safety, the number of deaths per year provides some form of benchmark which can be used in 

this study.  Exact statistics are hard to establish, but it is generally agreed when performing risk 

assessments in the work environment from UK data that a ‘broadly acceptable’ level of risk at 

work is in the region of: 

 

  10
-5

 per year [6.1] 

 

Our benchmark of: 

 

  10
-6

 per year  [6.2] 

 

for death by electric shock of a UK electricity operative has been derived from available 

statistics and confirmed approximately by our specific enquiries in UK electricity distribution 

companies. 

 

Live-line working practices are well established in many countries, including the UK.  When 

following these procedures on LV networks, it is part of the procedure to take all reasonable 

steps to make the circuit dead and to check that the circuit is dead and earthed before performing 

any activity which could involve touching the conductor.  During the maintenance operation, the 

conductors are then still treated as if they were live, just in case a mistake is made. 

 

6.2 Customer 

Network operators have a duty of care to ensure appropriate safety for its customers, and so 

consideration needs to be given to the safety of customers who operate grid-connected PV 

systems.  The risks associated with electric shock on conventional systems are commonly well 

understood by the general public, but we do not have any data readily available on electric shock 

in the home. All accidents in the home have an individual risk similar to that for road accidents, 

which is relatively high.  A better benchmark for this study is perhaps the risk to the general 

public from all uses of gas. This is just over  

 

2x10
-6

/year         [6.3] 

 

which is the figure we have used. 
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7 ISLANDING AND RISK 

Having analysed the sub-components of the risk analysis, it is now possible to assess the risk of 

islanding for network operators and customers. 

 

Based on the data presented in the previous sections, the risk of islanding to network operators 

and customers can be examined first using a scenario where there are no safety measures (i.e. no 

loss of mains protection, unsafe working practices by the operator, where islands with duration 

greater than one second are a cause for concern).  The detailed mathematics behind the risk 

calculation is contained in Information Box 7.1, whilst the basic framework is illustrated in 

Figure 10. 
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Figure 10:  Risk Calculation with “No Safety Measures” 

 

As described previously, based on equation 2.1, the risk of islanding is calculated as: 

 

Risk(islanding) = P(match) * P(LOM) * P(protection failure) 

 

Using the method described in Information Box 7.1 and the values given in Figure 10, we have: 

 

Cable network, Risk(islanding) = (1.0*10
-5

) * (6.3*10
-9

) * (1.3*10
7
) = 8.19*10

-7 
 [7.1] 

 

Overhead line, Risk(islanding) = (1.0*10
-5

) * (6.3*10
-8

) * (1.3*10
7
) = 8.19*10

-6 
 [7.2] 

 

From Section 6, the benchmark risk for network operators is 10
-6

 per year and for a customer is 

2x10
-6

.  In this case, we see that the additional risk posed by islanding is of the same order as the 

risk that already exits, which is not acceptable.  Thus, some additional safety measures are 

necessary.   

 

If we first consider the network operator and his network maintenance staff, we have the revised 
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scenario, as shown in Figure 11.  In this case, we are using a value of 10
-3

 for the contribution 

from the inverter loss of mains protection, with safe working practices providing an additional 

improvement in safety of 10
-3

.  In addition, working practices are assumed to be in place such 

that only islands of duration >5 seconds are of concern.  This gives an additional reduction of 

risk by a factor of 10
-1

.  Also, the exposure rate of maintenance staff is higher than the base case, 

since they are actually working on networks on a daily basis.  This is reflected in the risk 

calculation. 
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Figure 11: Risk Calculation for Network Maintenance Staff 

 

Thus, the revised calculation for the Risk (islanding) becomes: 

 

= (1.0*10
-5

) * (2.8*10
-4

) * (10
-3

) * (10
-3

)  * (7.2*10
6
) * (10

-1
) = 2.0*10

-9  
[7.3]  

 

In this scenario, the additional risk is reduced to 2.0x10
-9

, which is approximately three orders of 

magnitude better than the risk that already exists.  This is within the limits of acceptability, since 

the additional risk should be more than offset by improvements in safety as a result of greater 

awareness of the risk of electric shock in general, brought about by the introduction of grid-

connected PV systems. 

 

Finally, if the scenario for domestic customers is considered, we assume a conservative value 

for safe working practices of only 10
-1

.  The exposure rate reverts to the base case model, whilst 

the contribution of the LOM protection and the >5 second island duration is the same as in the 

network maintenance staff scenario.  This scenario is illustrated in Figure 12. 
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Figure 12: Risk Calculation for a Customer with PV system 

 

In this case, the  calculation for Risk(islanding) in overhead line networks becomes: 

 

= (1.0*10
-5

) * (6.3*10
-8

) * (10
-3

) * (10
-1

)  * (1.3*10
7
) * (10-1) = 8.3*10

-11  
[7.4]  

 

In this case, the additional risk is calculated at better than 10
-10

, which is four orders of 

magnitude better than the risk that already exists, which is well within the limits of acceptability. 

 

The additional risk that grid-connected PV systems may pose can be addressed by the use of 

suitable warning signs at the main locations where the additional danger may be present.  Indeed, 

the use of warning labels at the consumer unit is recommended practice in many countries.  A 

method of confirmation that the circuit is dead before manual work commences also forms part 

of recommended practices in many countries as well. 
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Information Box 7.1 

 

Converting ‘per second’ risk into ‘per year’ risk 

 

If the risk of a dangerous occurrence in a time interval is p, then the probability that the operator 

will be safe during that time interval is (1-p). The probability that the operator will be safe 

during both the first time interval and the second time interval as well is (1-p)*(1-p) = (1-p)
2 

.  

 

In general, the probability that the operator will remain safe during n successive time intervals is 

the result of multiplying together the probability that he will be safe during each single interval, 

i.e. (1-p)
n
. The expression (1-p)

n
 can be expanded to {1 - np …. + higher order terms … + (-p)

n
} 

 

The probability that there will be at least one dangerous occurrence during n time intervals is 

given by P(dangerous) = {1-P(safe)}, or P(dangerous) = {1 - (1-p)
n
}. When p is small, this 

reduces to P (dangerous) = {1 - (1-np)} = np, because the higher order terms can be neglected. 

 

In the specific case when we know the risk p of a dangerous event during one second, the risk of 

at least one dangerous event during a ‘year’ consisting of 10-hour ‘days’ {as in the study in 

Ref [6]} is np = (365*10*60*60)*p = (1.314 * 10
7 

) * p 
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8 CONCLUSIONS AND RECOMMENDATIONS 

• The “benchmark” risk that already exists for network operators and customers is of the order 

of 10
-6

 per year for an individual person 

• The risk of electric shock associated with islanding of PV systems under worst-case PV 

penetration scenarios to both network operators and customers is typically <10
-9

 per year 

• Thus, the additional risk presented by islanding does not materially increase the risk that 

already exists as long as the risk is managed properly 

• Loss of mains (LOM) protection functionality provides additional safety, up to a point: 

• An inverter’s designed safety integrity level (SIL) affects the level of risk 

• The quality of the installation and any subsequent maintenance will also affect the risk 

• There is a need to inform and educate both network operators and customers about the 

implications of the use of PV as an embedded micro-generator, as PV systems become more 

widespread. 

 

It is recommended that: 

 

• Since LOM functionality is included in many PV inverters already, it is appropriate to 

maintain this requirement, but emphasis should be put on simple, robust, verifiable and cost-

effective solutions (e.g: software-based). 

• The findings of this report should be: 

 

i) incorporated into the training and education programmes of network operators and PV 

system installers 

ii) reviewed by appropriate interconnection standards working groups 

iii) publicised in appropriate professional institutional journals and subjected to thorough 

public peer review 
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APPENDIX A: TABLE OF RELATIVE RISK 

 

1 UK population, 1993 1.14 * 10
-2 1 [9, DV, Table 1]

2
Injury only, 

from burn or scald in the home
1.64 * 10

-3 7 [9, App 4, Table 4]

3 Women, UK, aged 35-44 1.10 * 10
-3 10 [9, DV, Table 1]

4
Upper limit of tolerability for 

workers
1.00 * 10

-3 11 [9, Box in Para 128]

5 All accidents, UK 2.46 * 10
-4 46 [9, App 4, Table 2]

6 Boys, UK, aged 5-14 2.00 * 10
-4 57 [9, DV, Table 1]

7

Upper limit of tolerability for 

members of the public who have a 

risk 'imposed' on them 

'in the wider interest of society'

1.00 * 10
-4 114

[9, Box in Para 128]

& 

[ 9, Para 132]

8 All accidents at home
less than 

8.76 * 10
-5 130 [D] from [11, Table 1]

9 All road accidents, UK 5.95 * 10
-5

191 [9, App 4, Table 2]

10 Construction Worker 4.66 * 10
-5 244 [9, Box in Para 128]

11

All deaths in electricity, gas and 

water supply 

(2 p.a. for over 200,000 employees)

less than 

1.00 * 10
-5 1,136 [12, Tables 9.8 and 7.5]

12 Service Sector Worker 3.00 * 10
-6 3,784 [9, App 4, Table 3]

13
General Public from all uses of gas

(fire, explosion, poisoning)
1.96 * 10

-6 5,795 [9, Box in Para 128]

14
Electric shock to electricity 

distribution operative
1.00 * 10

-6 11,364

Derived from [12] using: 

1/20 of construction deaths 

are by electric shock [10], but 

only 50% of workers are at 

risk [D]

15
Lightning 

(England and Wales)
5.35 * 10

-8 212,500 [9, App 4, Table 2]

R

a

n

k

Relative Risk (in orders of magnitude)

Values

Individual 

risk, 

per year

Relative 

likelihood, 

1 in

Risk Description 

(Death unless otherwise stated)

Source of Information
[D] = Derived by authors

Numbers refer to 

References Section
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