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of the programme is to “enhance the international collaborative efforts which facilitate the role of photovoltaic solar energy as a cornerstone 

in the transition to sustainable energy systems.” In order to achieve this, the Programme’s participants have undertaken a va riety of joint 

research projects in PV power systems applications. The overall programme is headed by an Executive Committee, comprised of one dele-

gate from each country or organisation member, which designates distinct ‘Tasks,’ that may be research projects or activity areas.  
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Research Institute of Singapore are also members. 
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GLOSSARY 

 

3D model (of a PV system) A 3D computer model of a photovoltaic (PV) system is a three-

dimensional representation that visually depicts the components 

and layout of a solar power generation system. This model typi-

cally includes elements such as PV modules, inverters, mount-

ing structures and other auxiliary equipment. 

Basic Formal Ontology (BFO) Upper-level ontology that is designed for use in supporting infor-

mation retrieval, analysis and integration in scientific and other 

domains. 

Common Core Ontology (CCO) A mid-level ontology consisting of 11 component ontologies cov-

ering many areas that map terms and concepts to BFO 

Critical (Energy) Infrastructure Assets, facilities, or systems, whether physical or virtual, consid-

ered vital, whose incapacity or destruction would severely im-

pact national security, stability, or energy supply 

Cyber Threats Circumstances or events that could negatively impact infor-

mation systems through unauthorized access, such as ransom-

ware, phishing, malware, destruction, exploitation, disclosure, or 

manipulation 

Cybersecurity Protection of digital infrastructure (including hardware, network, 

accounts, data, and software) against unauthorized access and 

damage 

Data Flow The exchange of (standardized) information between the ele-

ments of a Digital Twin (between virtual and physical entity) 

Data Model Model of attributes and their relations within a domain  

Data Structure The method of organizing and storing data in a computer sys-

tem. 

Data-driven models Statistical (machine learning, regression) approaches to learn 

system behaviour from a large amount of data 

Digital Model A Digital Model is a digital representation of a physical entity or 

system that captures its attributes and behaviour through vari-

ous data structures and models. Unlike a Digital Twin, which 

continuously updates and interacts with real-time data and al-

lows for simulations and decision-making, a Digital Model may 

not have these interactive capabilities and can be static or lim-

ited in its dynamic representation. 

Digital Shadow A Digital Shadow refers to a digital representation of a physical 

entity that is updated with real-time data but lacks the interactive 

capabilities found in a full Digital Twin. Unlike a Digital Twin, 

which not only reflects the current state of a system but also al-

lows for simulations, data analysis, and decision-making, a Digi-

tal Shadow primarily serves as a passive repository of data that 
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mirrors the physical entity's state without active feedback or 

control mechanisms. 

Digital Twin (DT) “A digital twin is a virtual representation of a PV system or sys-

tems, at the appropriate level of detail, that can span its lifecy-

cle, is updated from real data, and uses simulation, machine 

learning or reasoning to help decision making.” [Task13A2.4] 

Hybrid model Combines data driven and physics equations 

JSON-LD JavaScript Object Notation for Linked Data. A Lightweight easy 

to read and write Linked Data format used to encode FAIR data.  

Ontology Ontology is the branch of metaphysics dealing with the nature of 

being, and it defines the names of things and their relationships. 

Therefore, an ontology is a set of concepts, categories and clas-

ses in a subject area or domain that shows their properties (as 

does a taxonomy) and the ontology also defines the relation-

ships between these classes.  

Physical device A Generalisation of the concept “PV” (a PV System, a fleet, a 

component) (“the thing you can touch”) 

Physical Entity “A box for everything, that can be physically touched and is be-

ing described via attributes in a data model” 

“Physical entities refer to the study object ontologies and their 

ancillary resources. Bevilacqua et al. [51] proposed a digital twin 

reference model, and the physical entities consist of physical in-

dustry resources such as products, personnel, equipment, mate-

rial, process, environment, and facility.” 

Physics-based (or -driven) mod-

els 

Models to describe the physical sibling based on physical for-

mula (2-diode-model etc). (physics-approximated models) 

PMDCo Lightweight mid-level ontology for materials science and engi-

neering (MSE) that maps terms and concepts to BFO 

PV component The components that a PV system is comprised of 

PV Fleet A group of PV systems  

PV System A single PV asset 

Python Programming Language Python 

R Programming Language R 

Resource Description Frame-

work (RDF) 

RDF is a World Wide Web Consortium (W3C) standard used for 

describing and exchanging data represented as triples. The 

newest version is referred to as RDF-star and is being released 

in 2025.  

Rule-based model A rule-based model is a system that makes decisions or predic-

tions based on a set of predefined rules or heuristics. These 

rules dictate how the system should respond to specific inputs 

or conditions. Rule-based models can be found in various do-

mains. 

Semantic Reasoning Semantic reasoning is the ability of a system to infer new facts 

from existing data based on inference rules or ontologies. Can 

also be referred to as Machine Reasoning. 
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Semantic Web The Semantic Web is an extension of the current World Wide 

Web in which information is given well-defined meaning, better 

enabling computers and people to work in cooperation 

Semantics Semantics is the branch of linguistics and logic concerned with 

meaning. 

Taxonomy A taxonomy is a scheme of classes to which things can be allo-

cated. It defines names, terms or keys for these organizational 

classes. 

Virtual Entity Conceptualize the “real thing” by a set of models (physical equa-

tions or data driven models) 
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EXECUTIVE SUMMARY 

The report "Digitalisation and Digital Twins in Photovoltaic Systems" provides a comprehen-

sive overview of the transformative role of digitalisation within the photovoltaic (PV) sector, 

particularly through the integration of digital twins and advanced data models. We underscore 

the necessity of adopting digital technologies to enhance the operational efficiency, reliability, 

and overall performance of PV systems throughout their lifecycle. 

Digitalisation is increasingly recognized as a crucial driver in the evolution of the PV industry, 

enabling stakeholders to improve decision-making processes, optimize system designs, and 

facilitate predictive maintenance. By integrating and leveraging vast amounts of data gener-

ated during the lifecycle of PV systems—from manufacturing through to operation and mainte-

nance—digitalisation helps address critical challenges related to efficiency and sustainability 

in energy production. 

Central to this transformation is the concept of the digital twin. We adopt the following definition:  

“A digital twin is a virtual representation of a PV system or systems, at the appropriate level of 

detail, that can span its lifecycle, is updated from real data, and uses simulation, machine 

learning or reasoning to help decision making.” 

Digital twins enable stakeholders to simulate various operational scenarios, analyse perfor-

mance under different conditions, and predict maintenance needs. This capability is particu-

larly valuable in enhancing the reliability and performance of PV systems by allowing for pro-

active risk management and informed decision-making. 

The report emphasizes the importance of robust data models and structures, which are foun-

dational to the successful implementation of digital twins. The establishment of standardized 

taxonomies and ontologies is essential for ensuring data interoperability and facilitating effec-

tive data sharing among various stakeholders in the PV industry. This is particularly relevant 

in the context of the Materials Data Science Ontology (MDS-Onto), which aims to unify termi-

nologies and improve data integration across the sector. A critical aspect of interoperability is 

the so-called “FAIRification” of data (i.e., making data findable, accessible, interoperable, and 

reusable). 

Moreover, the report highlights the significant advancements in digitalisation along the entire 

PV value chain, from the manufacturing of components to the operational phase. Each stage 

benefits from digital tools that enhance automation, data analytics, and real-time monitoring, 

thereby reducing costs and improving performance outcomes. The integration of Internet of 

Things (IoT) technologies and artificial intelligence (AI) further enhances these capabilities, 

allowing for continuous improvement in PV system management. 

We also highlight the challenges that remain, particularly in achieving full integration of digital 

processes across the PV value chain. Many current digitalisation efforts are still disconnected, 

and achieving a cohesive digital strategy requires collaborative efforts from all stakeholders 

involved. Additionally, the report stresses the critical need for effective cybersecurity measures 

as reliance on interconnected digital systems increases, emphasizing that robust security pro-

tocols must be integrated into every phase of digital twin development and deployment. 

In conclusion, the report outlines the potential for digitalisation, particularly using digital twins 

and robust data models, to support the photovoltaic sector. By optimizing operational effi-

ciency, enhancing predictive maintenance capabilities, and enabling better decision-making 

processes, digitalisation can not only improve the performance and reliability of PV systems 
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but also contribute significantly to the broader goals of sustainability and energy transition. The 

continued advancement and adoption of innovative digital technologies will be crucial in shap-

ing the future landscape of the PV industry. 
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 INTRODUCTION 

Digitalisation has emerged as a transformative action across various sectors, and the photo-

voltaic domain is no exception. This process encompasses the integration of digital technolo-

gies into all aspects of PV systems, from design and manufacturing to operations and mainte-

nance. At its core, digitalisation enhances efficiency, reliability, and performance, enabling 

stakeholders to utilize and analyse vast amounts of data and information generated throughout 

the lifecycle of PV systems. The usage of digital twins (DTs)—a virtual representation of phys-

ical assets—serves as a pivotal tool in this context, facilitating real-time monitoring and simu-

lation of PV systems' behaviour under varying conditions, facilitating decision support. 

The significance of digitalisation in the photovoltaic domain cannot be overstated. It allows for 

improved decision-making, as stakeholders can simulate different scenarios, optimize designs, 

and predict maintenance needs based on data analytics. Digitalisation also fosters greater 

transparency and collaboration among stakeholders, including manufacturers, operators, and 

researchers, ultimately driving innovation and reducing costs. 

Moreover, digitalisation plays a facilitating role in addressing the challenges of climate change 

and energy transition. As the world increasingly shifts towards sustainable energy sources, the 

efficiency and reliability of PV systems become paramount. Digital tools and technologies en-

able the continuous improvement of PV system performance while ensuring compliance with 

quality and regulatory standards. By adopting digitalisation, the photovoltaic sector can en-

hance its competitiveness and increase its contribution to global sustainability goals. 

The following sections of this report will delve deeper into specific aspects of digitalisation in 

PV, including the role of digital twins, data models, and the implications for system reliability 

and performance. Here, sections 3 and 4 on data models and the definition of DTs are specif-

ically targeted towards software developers and AI experts. 

Digital twins integrate data from various sources, including operational data from PV systems, 

weather conditions, and historical performance metrics. This integration enables stakeholders 

to assess risks and make informed decisions. For example, by employing machine learning 

algorithms on monitoring data, operators can predict potential failures before they occur, 

thereby reducing downtime and maintenance costs. 

The role of data models and structures is crucial in this process. Well-defined data models 

ensure that the information flowing through the digital twin is accurate, consistent, and easily 

interpretable. Ontologies provide a means in standardising terms and improving data interop-

erability across the PV sector, enabling the FAIRification of data (i.e., making them findable, 

accessible, interoperable and reusable). This standardisation is essential for effective data 

sharing among different stakeholders, including manufacturers, operators, and researchers. 

Moreover, the digitalisation of the PV domain facilitates enhanced risk analysis. By leveraging 

digital twins, stakeholders can quantify risks related to component failures, design flaws, and 

environmental factors impacting system performance. This proactive approach to risk man-

agement contributes to the overall reliability and profitability of PV projects. 

In summary, digitalisation, particularly through the implementation of digital twins and robust 

data models, represents a significant advancement in the photovoltaic domain. It not only op-

timizes operational performance but also fosters innovation and collaboration among industry 

stakeholders. Digitalisation in the photovoltaic (PV) sector encompasses various key aspects 

that contribute to the optimization and efficiency of PV systems throughout their lifecycle. It 

involves several key elements that enhance the efficiency and effectiveness of PV systems. 
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First, automation has revolutionized PV manufacturing, using robotics and artificial intelligence 

to streamline production processes and reduce costs. Next, data analytics plays a crucial role, 

enabling real-time system performance monitoring and predictive maintenance through the 

analysis of large datasets. 

Digital twins serve as virtual replicas of PV systems, allowing for real-time performance moni-

toring and the simulation of various operational scenarios, which helps optimize system per-

formance and maintenance planning. Interoperability is also vital, with standardized data mod-

els facilitating seamless data sharing among stakeholders. 

Risk management is enhanced through digitalisation, as advanced monitoring systems collect 

and analyse data to quantify risks associated with component failures. Predictive maintenance 

strategies leverage historical performance data and real-time analytics to forecast potential 

failures, reducing operational costs and improving system availability. 

Enhanced monitoring technologies, such as drones and IoT devices, improve inspection ac-

curacy and speed, while cybersecurity measures are increasingly important to protect sensitive 

data and maintain operational integrity. 

Finally, user engagement is fostered through digital platforms that provide stakeholders with 

accessible data and analytics, empowering informed decision-making regarding PV systems. 

The glossary summarizes all the relevant terms and definitions that are used throughout the 

report. 
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 DIGITALISATION IN THE PV SECTOR 

In this chapter, we discuss the role of digitalisation in the PV value chain. First, we show how 

digitalisation efforts are applied in different stages of the value chain. Next, we discuss a key 

benefit of digitalisation, which is enhanced risk analysis. Finally, we introduce the digital twin 

as the core concept in PV digitalisation. 

2.1 Digitalisation along the lifecycle of a PV project 

As discussed in the introduction, this report focuses on the role of digitalisation in the PV sector 

and presents digital twins as a core concept in this development. The ideal digital twin com-

bines dataflows from the whole PV system value chain into actionable information for PV stake-

holders. However, as we will discuss in this report, disconnected digitalisation initiatives are 

ongoing in all PV system value chain stages, and the full integration of data along the value 

chain is an effort that still requires huge efforts from all the involved stakeholders.  

In the following subsections, we detail these “disconnected” digitalisation efforts for key phases 

in the PV value chain, from manufacturing of PV system components, via development, Engi-

neering, procurement and construction (EPC), operation and maintenance (O&M) to end-of-

life of the PV system.  

The fragmentation of digital tools along the PV project lifecycle leads to information being 

trapped at each stage, undermining efficiency and impeding strategic decision making. It is 

characterised by an interoperability of tools from one phase to the other, and impedes infor-

mation flows between different stakeholders involved and collaboration between them. To fully 

leverage the value of digitalisation and the knowledge it can generated, there is a need for 

standardisation, interoperability within and along the PV project lifecycle.  

2.1.1 Manufacturing Stage 

The first stage of the PV value chain, the manufacturing of PV system components, is arguably 

the stage where digitalisation has been applied most thoroughly already. The drastic cost re-

ductions in PV components over the last decades, for instance, module costs declining by over 

90% since 2000, can be explained by massive advancements in the PV manufacturing indus-

try. The sector’s annual market size grew from a few hundred megawatts in the year 2000 to 

an estimated number of more than 500 GW in 2024 [1]. This means that every year, billions of 

PV modules and hundreds of billions of PV cells are being manufactured, and the market for 

balance-of-system (BOS) components like inverters, mounting systems and tracking systems 

grew accordingly. Therefore, digitalisation of manufacturing became key to manage such an 

enormous industrial development. In the manufacturing stage, digitalisation is focused in three 

key areas: automation, inspection and tracking, and process optimisation.  

Underlying the overall development in automation and efficiency improvements in PV manu-

facturing is the application of the Industry 4.0 concept [2]. Combining automation tools with 

concepts as artificial intelligence, Industrial Internet of Things (IIoT), data flows from production 

equipment sensors as well as inline inspections tools have enabled the nearly fully automated 

production of PV cells and modules and have resulted in drastic improvements in overall pro-

cess efficiency and yield, as well as enabling the application of technological improvements in 

terms of novel cell processes and design, enhanced material efficiency from wafer to module, 

higher process throughput and substantial cost reductions due to huge economies of scale as 

typical manufacturing facilities grew by several orders of magnitude.  
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The PV manufacturing industry is the first example in this report to showcase the applications 

of a digital twin. While this implementation is completely different than the digital twin which we 

will discuss in detail in Chapter 4, its fundamental definition is the same: a digital entity that 

replicates a physical entity, in this case the PV manufacturing line. These virtual replicas of 

physical manufacturing lines enable precise simulation of process alterations and their impacts 

on final product specifications without interrupting the physical production, creating large sav-

ings in resources and enabling more streamlined optimisation of design and planning.  

A related example of using the digital twin concept in PV module manufacturing is presented 

in the work of Lüer et al [3]. This study proposes the application of a digital twin for PV materials 

research. By leveraging machine learning approaches, this study mimics chemical and physi-

cal materials properties using a digital twin to identify improvements and novel materials that 

could potentially be used to enhance PV module performance, balancing efficiency, longevity 

and recyclability. Developing such a material digital twin would enable the identification of 

novel materials and processes that could allow for improved PV module performance balanc-

ing efficiency, longevity and recyclability [3].  

The role of digitalisation and the mechanisms it enables (like automation) is not limited to the 

manufacturing of PV modules, but also applies to manufacturing of BOS components like in-

verters and mounting systems. While the cost reductions in the PV module industry have been 

the result of very specific improvements in processes, material quality, tools and automation, 

the innovations in BOS components are more a result of innovations in other industries like the 

electronics industry and general advancements in automated manufacturing [4]. 

2.1.2 Design/Development Stage 

In the design and development phase of the PV system lifecycle, digitalisation plays a signifi-

cant role in all the key activities. Commercially available design software and services, and the 

high-quality datasets they provide, allow system developers to perform site and yield assess-

ment and system design, ultimately aiming for the development of more reliable and cost-

effective PV systems. The application of digitalisation has not only served to enhance efficiency 

by substantially reducing the required development time but has also improved precision of 

techno-economic assessment. These improvements combined allow for optimisation of the PV 

system to achieve the highest possible yields. More recently, software tools used in the early 

design and development phase are being further developed to allow for more efficiency in next 

phases of the PV system lifecycle, leading to quicker and more precise engineering designs, 

easier onboarding of PV system data in monitoring platforms and the creation of digital twins 

from the early design phase.  

The initial step in PV system development is site assessment, where digital tools have signifi-

cantly enhanced the accuracy and efficiency of evaluating and selecting potential locations. 

Advanced Geographic Information Systems (GIS) and remote sensing technologies enable 

detailed analysis of solar irradiance, shading, and terrain [5]. These tools provide high-resolu-

tion data which helps identifying optimal sites with minimal shading and maximum solar expo-

sure. Several commercial suppliers of solar irradiance data also provide relevant weather data 

allowing more detailed modelling of PV plant lifetime yield to be used in financial evaluations. 

In addition to resource and yield assessment, commercial tools also include a broad variety of 

GIS datasets for locating suitable sites for greenfield PV development. This includes data lay-

ers on local grid connection points, terrain slope/relief, local electricity pricing data and trends 

thereof affecting financial viability, and many more data layers that help developers minimise 

project risks.  
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More frequently, prospecting of site selection tools is integrated in system design tools for early 

and engineering design. Modern tools for system design allow users to quickly generate PV 

system layouts, often with integrated terrain data to be used in 3D designs. These tools enable 

developers to simulate PV performance in different system configurations to find the optimal 

system layout that maximises the financial gains. Design tools allow the user to specify the 

technical characteristics of the modules, mounting systems, module orientation and tilt angles 

(or in the case of tracking systems, tracker orientation and axis tilt), row spacing or ground 

coverage to estimate system performance including row to row shading or shading from nearby 

objects or distant terrain features. A review of PV system design software in 2019 concluded 

that commercially available PV system design software tools were lacking several important 

features, such as a lack of local meteorological and terrain data, unavailability of efficient 3D 

model creation and visualisation, and inability to perform PV system design optimisation auto-

matically [6], among a comprehensive list of issues identified. Modern tools have largely over-

come previous challenges by enabling the integration of comprehensive GIS datasets, mete-

orological and terrain data, as well as incorporating advanced functionalities such as automatic 

and iterative yield simulation. These developments facilitate more robust analyses and improve 

the reliability of outcomes. 

Commonly integrated in the design tools, sometimes as the key feature, is PV system yield 

assessment, which is critical to determine the financial feasibility of the PV project under con-

sideration. Digital yield assessment software such as PVsyst, SAM or PlantPredict [7] provide 

comprehensive simulation features to model PV system yield in detail, including losses due to 

shading, soiling, module mismatch, cabling losses, etc. These tools often have financial mod-

els integrated to evaluate economic KPI’s such as net present value (NPV), internal rate of 

return (IRR) and levelized cost of electricity (LCOE).  

The use of digital tools applied to site identification, site assessment, early design and yield 

assessment contribute to the potential creation of a digital twin, a virtual representation of the 

physical system to be built. Especially the design and yield assessment tools could provide 

digital twins to other PV system lifecycle phases as an extension of their functionality, as these 

software tools are already commonly used and trusted. An example of this functionality was 

shown in the TRUST-PV project [8]. Digital twins enable designers to optimize system config-

urations, assess potential issues, and make data-driven decisions to enhance system reliability 

and efficiency [9]. In the design/development phase, the digital twin integrates solar resource 

and meteorological data with the system design to provide accurate yield simulations that in-

clude the effects of local weather conditions, self-shading, nearby shading and terrain shading 

and potential losses due to soiling and system electrical design for a detailed performance 

model that can be used throughout the system’s lifecycle [8].  

2.1.3 Engineering, Procurement, and Construction 

The application of digitalisation in PV has substantially improved practices in the Engineering, 

Procurement and Construction (EPC) phase. Digital tools used here improve efficiency and 

accuracy, and aid significantly in the management of the increasingly complex PV projects. 

A key advantage of digitalisation in EPC is the enhancement of project design and planning. 

Many tools that aid in early design of PV systems also enable the creation of detailed engi-

neering designs that combine terrain data, PV system layout over the whole plot, required 

cabling, etc. These computer-aided design tools [8] can provide an overview of all necessary 

components and materials and estimate e.g. how much groundworks are needed. These de-

tailed designs also allow for the creation of digital twins combining different data streams. As 

an example, the TRUST-PV project demonstrated the creation of digital twins for new and 
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existing plants, combining high-resolution terrain data from drone surveys with engineering 

designs from PV design software to create a digital twin that was used for detailed yield simu-

lations [8]. Digitalisation practices such as Building Information Modelling (BIM) can provide a 

common data repository for managing, sharing and federating information throughout the PV 

system lifecycle [10]. This has the potential to make EPC and other phases of the lifecycle 

more efficient, and could reduce or eliminate work repetition, and enable information to be 

reused. However, many stakeholders still silo their data due to confidentiality or competition 

concerns. 

Digitalisation also streamlines procurement processes, which become increasingly complex 

due to growing PV system sizes and a large selection of potential suppliers for all components 

including PV modules, inverters, mounting systems, cabling and interconnectors. As outlined 

in the SolarPower Europe EPC Best Practice Guidelines [11], the procurement phase is ex-

tremely complex, entailing supplier selection and qualification; product selection, qualification, 

and testing; supply review; and delivery monitoring and pre- and post-shipment inspection. 

The most important goals in this phase are quality assurance and risk management, and digi-

talisation and value chain data integration can provide important insights. For more details on 

this topic, refer to Section 2.2.  

The construction phase again represents a complex sequence of events. Here digital construc-

tion management platforms aid in planning the overall construction activities, including the 

necessary component transport and (temporary) placement, civil, electro-mechanical and an-

cillary works [11]. Tracking all these operations is a key task for these software tools, using 

field input from e.g. smartphone applications, GPS equipment and other digital tracking solu-

tions such as RFID tags and IoT sensors. Particularly for PV modules, the transportation, han-

dling and installation can have profound effects on long-term performance and reliability. Pre-

commissioning or post-installation checks and test are commonly conducted to ensure the 

installation was performed properly, and any damage incurred to PV modules is properly iden-

tified and logged. Aerial surveys using UAVs can aid in both mechanical, visual and perfor-

mance testing by combining LiDAR data, visual imagery and infrared (IR) or electrolumines-

cence (EL) imagery respectively. The detailed engineering designs integrated in digital plat-

forms serve as the point of reference to compare the design with the as-built measurements. 

Finally, the EPC contractor is typically responsible for inspection and tracking the data of the 

system as it goes into operation.   

2.1.4 Operational/Maintenance Phase 

The operation and maintenance (O&M) phase is arguably the phase in the lifecycle of PV 

systems where digitalisation plays the most important role. In Chapters 4 and 5 this becomes 

more apparent as we discuss the definition and workings of the digital twin, and the main roles 

of digitalisation and the digital twin in PV O&M respectively. Dedicated digital O&M platforms 

aim to improve most O&M related activities, including (remote) monitoring, fault detection and 

diagnostics, predictive and corrective maintenance activities, performance and condition mon-

itoring and analytics, automated analysis and acquisition of visual, infrared, and luminescence-

based field inspection imagery data. The platforms can also be used for asset management 

and spare part management, and ticketing and workforce management activities are stream-

lined by applying dedicated or integrated digital toolsets.  

Remote monitoring systems represent a significant advancement in the digitalisation of PV 

O&M. These supervisory control and data acquisition (SCADA) systems typically collect data 

from at the module string or inverter level, combined with data from meteorological stations to 

provide real-time visibility into plant performance [12]. Modern monitoring platforms transmit 
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performance metrics including DC/AC power output, voltage, current, and environmental con-

ditions to cloud-based platforms. Remote and automated monitoring systems can detect un-

derperformance issues within seconds or minutes rather than days or weeks, enabling prompt 

intervention before significant energy losses occur. Effective remote monitoring can improve 

annual energy yields through faster fault detection and resolution [13] [14], and has been es-

sential for improving system performance over the past decades [15]. 

Unmanned aerial vehicles (UAVs) with IR, EL or photoluminescence (PL) imaging cameras 

have greatly enhanced PV system inspections by quickly identifying hotspots, cell cracks, and 

other defects. For a 1 MW PV system, IR inspections can be conducted in 1 hour when con-

forming to relevant International Electrotechnical Commission (IEC) standards of image accu-

racy [16]. Nighttime, drone-based EL inspections of the same plant would take from 1 to 2 

hours [17], which implies an increase in inspection speed by a factor of <5 compared to an 

inspection using an EL camera on a tripod [17]. The field of automated detection and classifi-

cation of faults from IR or EL/PL imagery is very active, with numerous research groups pre-

senting progress in acquisition, image segmentation and PV module identification, fault detec-

tion and fault classification [18] [19] [20] [21]. Drone based inspections are 50-70% cheaper 

than manual ones and offer more comprehensive data coverage [15] [22]. 

Hence, remote monitoring and automated image processing are prerequisites for automated 

fault detection and diagnosis (FDD), which is a rapidly developing area in the PV sector. FDD 

typically employs machine learning algorithms to automatically analyse PV performance data, 

identifying and potentially classifying faults in near real time. These automated systems signif-

icantly reduce the need for manual inspection [17] while improving detection rates for issues 

that might otherwise remain unnoticed until performance degradation becomes severe. 

Data analytics is essential to transform raw operational data into actionable insights in moni-

toring and fault detection tasks. For example, Lindig et al. created a statistical analysis method 

to differentiate underperformance caused by degradation, soiling, and operational issues [23]. 

Data analytics coupled to comprehensive reporting capabilities also streamline the ability of 

asset managers and O&M operators to provide reports to regulatory bodies, asset owners and 

investors, reducing overhead costs while improving reporting accuracy and consistency [24] 

[25]. 

Digitalisation has also enabled a shift to predictive maintenance for PV systems. By analysing 

performance data, weather patterns, and observed degradation of component performance, 

predictive analytics can forecast failures and recommend timely maintenance. Predictive 

maintenance has several advantages that result in cost savings and reliability improvements, 

such as increasing the availability, energy production and performance of PV systems, reduc-

ing time for repairs, reducing spart parts replacement costs and reducing or eliminating the 

need for some maintenance activities [24]. For further details about predictive maintenance, 

refer to Section 5.3.4. 

2.1.5 End-of-Life 

Digitalisation could enable key advances in the end-of-life (EoL) management of PV systems, 

mainly by providing tools that generate the necessary data about the state-of-health of PV 

system components to make informed decisions on EoL management. It must be noted that 

reuse of PV components is still a topic in its infancy, and important challenges need to be 

addressed in policy, standardisation while financial viability is still questionable. Recent re-

search provides an improved workflows driven by digitalisation that could partly address these 

challenges.  
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The first advancement enabled by digitalisation is data-driven decision-making. Digital tools 

enable the collection and analysis of data on a highly granular scale down to the module level. 

Within the TRUST-PV project, the application of wireless sensor networks and IoT technolo-

gies can facilitate real-time data collection of PV module level performance, degradation and 

failure modes [26]. The availability of these data is essential for taking the best course of action 

for each PV component and deciding, for example, whether to relocate/reuse, substitute and/or 

recycle existing PV modules.  

The use of these module level monitoring devices, in combination with potential other on-site 

inspections enable a workflow that qualifies and triages PV components for reuse. As de-

scribed by Tsanakas et al [27], this workflow has been developed in the TRUST-PV project 

and SolarPower Europe’s Lifecycle Quality Workstream and aims to improve the cost-effec-

tiveness of module reuse by the triage approach. The workflow begins with a desktop study 

using system or module monitoring data to assess if a site has modules suitable for reuse 

collection. Alternatively, all modules are dismantled and sent for recycling. If reuse is deemed 

generally feasible from the analysis of monitoring data, more detailed non-contact inspections 

using infrared (IR) imagery and electroluminescence (EL) imaging are carried out to further 

divide modules towards recycling or reuse. Finally, deeper technical checks determine if se-

lected modules are safe and functional for reuse on the second-life market [28].  

Whether fed into the second-life market or towards recycling, digital platforms and tools such 

as digital product passports and digital material passports create transparency in EoL of PV 

components that ensures compliance with regulatory requirements such as the Waste Electri-

cal and Electronic Equipment (WEEE) Directive [28]. Additionally, digital records enable the 

certification and resale of second-life PV modules, which enhances market confidence. 

On the system level, digitalisation can support repowering and EoL decisions through the same 

monitoring systems described in the previous section by monitoring the state of health on non-

PV module components and a set of KPIs that enables decision making regarding repowering 

[REF]. Commercial PV system performance modelling tools also allow asset managers to eval-

uate system performance and cost benefits for different repowering scenarios. Some of these 

tools are marketing dedicated functionality for evaluating repowering, such as PVFARM1.  

2.2 Enhancing Risk Analysis in PV Projects through Digitalisation 

The PV industry faces diverse risks across the entire lifespan of PV systems, starting from 

manufacturing all the way to their end-of-life. Quantifying these risks contributes significantly 

to guarantee the reliability and efficiency of these systems. Digitalisation is transforming how 

we assess risks in PV projects by making it easier to collect and analyse critical data. Tech-

nologies like drones and advanced monitoring systems help capture detailed operational pa-

rameters. Big data analytics and machine learning algorithms can screen large amounts of 

data to detect patterns and predict failures before they happen [29]. By integrating diverse 

datasets, digital risk assessment models can quantify technical risks much more accurately. 

The following table presents different risks faced at each stage of the PV system lifecycle along 

with their potential consequences and methods to calculate and mitigate these risks [30]. 

 

  

 
1 https://www.pvfarm.io/solutions/repower 
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Table 1: Risk Analysis Across the Lifecycle Stages of Photovoltaic Systems 

2.2.1 Data flow risks and Importance of High-Quality Data 

Data from various sources, such as O&M records, environmental sensors, and performance 

logs, form the backbone of precise risk analysis. Accurate data inputs support the reliability of 

predictive models and decision-making tools. This reliability depends on high-quality data 

flows, but risks such as timestamp misalignment, sensor inaccuracies and data gaps, can un-

dermine their effectiveness [31]. Accurate and representative data is mandatory for key per-

formance indicator (KPI) evaluation, predictive maintenance, and fault detection as discussed 

in section 5.3. The following recommendations aim to improve efficiency, data integration, and 

stakeholder collaboration across the PV system lifecycle. Key actions include: 

• Standardization and Interoperability: Adopting taxonomies, ontologies (s. section 3.1) 

and standardized data formats and communication protocols is mandatory for smooth 

Lifecycle Stage Risk Consequence Risk Mitigation 

Manufacturing  Defective solar mod-

ules and inverters 

due to errors in the 

manufacturing pro-

cess 

Lower energy output, re-

duced efficiency and in-

creased failure of PV 

modules and inverters 

Analysing data from quality con-

trol tests and historical defect 

rates to better predict and mitigate 

the risks of defects. 

Design and de-

velopment 

Suboptimal system 

design (e.g., incor-

rect tilt angle, inade-

quate components) 

Decreased energy yield, 

increased operational 

costs, and long-term ef-

ficiency losses of the PV 

system 

Utilizing digital twins for computer-

based simulations and perfor-

mance modelling to optimize tilt 

angles, system configuration, and 

component selection during the 

design phase. 

Transportation 

and installation 

Damage to PV mod-

ules during transpor-

tation or improper in-

stallation of modules 

and BOS affecting 

performance 

Physical damage can 

cause micro-cracks, 

leading to decreased 

module efficiency over 

time 

Utilizing sensors and tracking sys-

tems to monitor the condition of 

components during transit and en-

suring installation best practices 

through rigorous training and cer-

tification programs for installers. 

O&M phase 

 

Environmental fac-

tors (e.g., weather-

ing, soiling, extreme 

weather) and insuffi-

cient maintenance 

practices resulting in 

accelerated module 

degradation or the 

progression of BOS 

component failures. 

Reduced energy output, 

increased system down-

time, higher repair costs, 

and diminished overall 

system efficiency. 

Implement advanced monitoring 

systems to collect real-time envi-

ronmental and performance data 

for predicting degradation rates 

and detecting potential faults. Uti-

lize data-driven analytics in con-

junction with maintenance records 

to establish predictive mainte-

nance strategies, minimizing 

downtime and preventing critical 

failures in a timely manner. 

End-of-Life Challenges in recy-

cling and disposing 

of aged PV modules 

and BOS  

Increased environmental 

impact due to improper 

disposal 

Developing comprehensive data 

on material composition to create 

effective recycling protocols and 

end-of-life management strate-

gies. 



Task 13 Reliability and Performance of Photovoltaic Systems – Digitalisation and Digital Twins in Photovoltaic Systems 

23 

data integration and improves managing data across the entire lifecycle of PV systems. 

International standards such as IEC 61724-1 ("Performance Monitoring of Photovoltaic 

Systems") for sensor types, placements, and data formats ensure consistency across all 

monitoring systems while enabling easier integration with external data. 

• Investment in Digital Infrastructure: Investing in advanced digital infrastructure signifi-

cantly enhances the effectiveness and efficiency of data collection and analysis capabili-

ties. Cybersecurity should be a priority in digital infrastructure investments.  

• Collaborative Efforts: Strengthen collaboration among stakeholders—manufacturers, 

operators, researchers, and policymakers—to promote data sharing and the develop-

ment of integrated risk management frameworks. [32] 

The increasing reliance on interconnected digital technologies can lead to cybersecurity risks. 

PV systems, using IoT devices, cloud platforms, and digital twins, are vulnerable to unauthor-

ized access, data breaches, and cyber-attacks, which can compromise operational continuity, 

grid stability, and data integrity. Implementing robust cybersecurity measures is highly recom-

mended to effectively mitigate these risks. A deeper analysis of cybersecurity frameworks, 

standards, and mitigation strategies is provided in section 6.3 of this report. 

2.3 The digital twin as a central concept of digitalized PV 

In the previous subchapters, digitalisation along the lifecycle of PV projects was described, 
ranging from the manufacturing stage to end-of-life, and it was acknowledged at the beginning 
of the chapter the fact that many already digitalised processes along the lifecycle are frag-
mented and should be fully integrated in an interoperable way to fully leverage the benefits of 
digitalisation. This integration process not only requires a common understanding of the enti-
ties in the PV domain - an information model or an ontology, see chapter 3 – but also a dedi-
cated information management and stewardship (storing, finding, accessing this information 
for the whole duration of PV projects, i.e., for several decades in varying levels of detail or 
levels of information). Once the underlying PV domain knowledge is abstracted and long-term 
data storage is ensured, the concept of digital twinning can realize its full potential to optimize 
the management and maintenance of PV systems. 

Digital twinning in photovoltaic systems refers to the concept of creating a virtual representa-
tion of a PV system that can span its entire lifecycle. Chapter 4 will discuss in detail the defini-
tion of digital twins in the scope of photovoltaic projects.  

The heart of digitalisation are digital twins, that provide virtual replicas of assets, enabling im-
proved data collection, analytics, simulation, control, and information sharing, and ultimately 
improved and informed decision making. A digital twin (DT) integrates technologies such as 
artificial intelligence (AI) and the Internet of Things (IoT) to optimise decision making, thus 
playing a crucial role in the broader digitalisation of PV or future energy applications in general 
[33],[34]. 

The definition of a DT can vary depending on the context, such as the scope of the digital twin, 
the use of real-time data, or its adaptation to specific sectors or phases, like manufacturing, 
construction, or operation. However, the three main elements of the original definition remain 
consistent: the physical entity, which represents the selection and organization of information 
about the PV system; the virtual entity, which comprises models mirroring specific aspects of 
the physical entity; and the data flows between the real and virtual entities. 

In this report, a variant of IBM's definition [35] is proposed, describing a DT as a virtual repre-
sentation of a PV system that is continuously updated with real data and is used to support 
decision making by using simulation, machine learning, reasoning, or a combination thereof. 
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The DT concept can be applied throughout the lifecycle of PV systems, supporting activities 
such as planning, design, operation, and maintenance. For example, during the design stage, 
physics-driven models can be used to simulate the PV system based on historical weather 
data and component specifications. During the operation and maintenance stage, machine 
learning models can be developed for performance monitoring and maintenance using real-
time weather and electrical data. Ultimately, subchapter 4.3 will discuss the concept of imple-
menting a data driven DT not for a single PV system but for a whole fleet of systems. 
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 THE ROLE OF DATA MODELS & DATA STRUCTURES 

Data models and data structures represent a fundamental component of data science and 

analysis in organizations that handles streams of data. It defines the structure and organization 

of data and metadata to support organizational strategies and decisions [36]. In a data model, 

different data elements are arranged and organized in a way that facilitates their access and 

retrieval at any moment as well as the associated metadata information while assuring data 

integrity, proper data storage, analysis and provenance. 

Taxonomy and ontologies are important concepts related to data models. Taxonomy is related 

to classification and categorization of concepts and provides the hierarchical structure of dif-

ferent data elements. Although taxonomies are important to structure knowledge and support 

access to information, they are static and provide limited information about relationships be-

tween concepts. Ontologies on the other hand, are dynamic and offer a richer knowledge rep-

resentation where both data elements (variables and their names or “terms”) and their rela-

tionships are linked and can be utilized to enable semantic or symbolic reasoning.  

In photovoltaics, a well-defined and consistent taxonomy is available as the Orange Button 

Taxonomy [37], [38]. Ontologies, on the other hand, are still in their initial stages of develop-

ment in the PV field. In this chapter an extensive literature review on ontologies for PV and 

progress and advances in the field towards term and vocabulary standardization and 

knowledge representation are provided. A framework for ontology creation developed by some 

of the authors is also introduced along with initial ontologies of the PV domain. An open-source 

tool for creating FAIR (Findable, Accessible, Interoperable and Reusable) [39] [40] Linked data 

aligned with interoperable ontology terms previously defined by domain experts is also intro-

duced in this report.  

3.1 PV Taxonomies & Ontologies: Current Status & Literature Re-
view  

Ontologies are formal dictionaries used to represent knowledge in a domain. They were de-

veloped aiming to facilitate and enhance semantic information and knowledge sharing across 

different fields [41]. They were designed to contain information about core concepts (terms) 

and additional relevant information about terms such as the definition, alternative identifiers 

(Alt. Labels) and unique identifiers (the Uniform Resource Identifier: URI) [42], [43]. 

Ontologies have become extremely popular in different research communities due to their ca-

pabilities in articulating heterogeneous information and enriching contextual information. They 

extend the ability of taxonomies in categorizing and classifying concepts by introducing more 

semantic meaning, contextualization and relationships between core concepts. Ontologies 

also have a fundamental role in achieving the FAIR principles [39] for data, analyses and mod-

els, and for enabling semantic reasoning on data. In FAIR, ontologies are strongly connected 

to the interoperability principle, facilitating data integration and reuse by using standard and 

common vocabularies. Proper data integration enables data to be easily discovered, accessed 

and shared across different teams and research communities. The connection of ontology with 

the FAIR principles has motivated the rise, acceptance and adoption of ontologies across dif-

ferent research communities. Ontologies for PV expands upon previous experience of IEA 

PVPS in handling installation PV data from over 20 years where important considerations for 

rigorous inventories and fit-for-purpose PV installation data are discussed. They enable a more 

structure and robust way to organize and process data.   
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3.1.1 Ontologies presence and adoption in the PV Community 

In the PV domain, standardization of terms and vocabulary initiatives started in 2016 with the 

Orange Button Taxonomy [2]. The Orange Button Taxonomy is a stand-alone taxonomy fo-

cused on financial contract interoperability for power plant developers, contractors and ven-

dors. It was developed using existing solar standards and solar-finance vocabulary from in-

dustry subsectors like project finance, insurance, construction finance, and portfolio manage-

ment. Orange Button is implemented as an OpenAPI specification [44], that streamlines and 

standardizes financial and design aspects in the PV value chain for designing, installing and 

operating power plants [45]. Designed to fully encapsulate data in the sectors, the taxonomy 

is also comprehensive and facilitates the reuse of its terms in different contexts without any 

need to define additional metadata.  

The taxonomy is organized into hundreds of entry points, each of which provides a list of terms 

and relationships that are useful for a specific user or purpose. These entry points are grouped 

into three categories by the Orange Button Taxonomy: Data, Documents, and Processing. 

Through its broad coverage of terms related to the solar industry as well as its thorough or-

ganization of terms into different entry points for their seamless retrieval, the Orange Button 

Taxonomy is also a great resource for retrieving terms and definitions that can be incorporated 

into solar-related ontologies. Even though taxonomies are useful for terms matching, it does 

not capture all the relevant information in a domain as it does not provide relationships between 

different terms. Ontologies are therefore essential to achieve semantic interoperability as they 

introduce properties connecting concepts and facilitate knowledge understanding.  

There have been solar ontologies proposed in the literature; Error! Reference source not 

found. lists some of the research where PV ontologies were proposed, with their sources and 

connections to mid and top-level ontologies. Those studies were often developed ontologies 

following the semantic web rule (SWRL) and employ methodologies for ontology constructing 

using semantic web knowledge-based systems. However, the terms created are not clearly 

mapped to existing mid- or top-level ontologies.  

Table 2: Research where PV ontologies were proposed. 

Ontology Connection to 

Mid/Top level On-

tologies 

Overview Tool 

A Photovoltaic System 

Model Integrating FAIR 

Digital Objects and On-

tologies, [46] 

Acknowledge the 

importance of map-

ping that it might be 

addressed in the 

long run 

This work proposes integration of FAIR 

Objects and Ontologies. Follow RDA rec-

ommendations for Kernel Information 

(KI) for describing digital objects (DOs) 

Protege 

Proposing an Ontology 

Model for Planning Pho-

tovoltaic Systems, 2021 

[47]  

No clear reported 

terms mapping to 

other ontologies 

Proposed an ontology for planning of PV 

planning PV systems focus on maximum 

power point tracking (MPPT) method 

feature with SWRL  

Protege 

PV-TONS: A photovoltaic 

technology ontology sys-

tem for the design of PV-

systems, 2013 [48] 

No explicit reported 

mapping to other 

ontologies, follow 

Ontology Develop-

ment 101 

Ontology developed for PV System and 

main components. It applies SWRL, but 

it does not explicit if there is a connect-

ing to mid and top-level ontologies 

Protege 
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Table 2 (continued) 

Error! Reference source not found. References: [46], [47], [48], [49], [49], [51]. 

Additional reports of ontologies related to PV, but not specific to physical PV components can 

be found in the literature. Liu et al. [52], using 3LConOnt ontologies [53], improved the accu-

racy of data collection to build predictive models. However, these ontologies were isolated, 

with no direct mapping and their construction was unclear. Ontologies related to urban plan-

ning and household usage and urban planning have also been proposed [54], [55]. 

3.1.2 PV Ontologies creation and mapping to Mid- and Top-Level Ontologies 

Regardless of the specific applications, no clear mapping, or term matching and alignment of 

PV specific ontologies to mid- or top-level ontologies is available [56]. If one develops and uses 

an “isolated”,” core” ontology, then its broad applicability is challenging, since it probably con-

flicts with terminologies in other established ontologies being used by other parts of the do-

main’s community - in our case the PV community. This means the fundamental challenge 

arises comparable to competing standards such as the VHS vs. Beta fights [57] of the past; as 

adoption of for example, an isolated PV ontology grows, conflicts with other PV ontologies 

used in other sectors, increases. By connecting all terms and relationships in an ontology up 

to the world wide web consortia’s (W3C) schema.org2 [58] and registering the ontology on an 

ontology portal [59], [60], then the initial ontology developers can check term and relationship 

mappings with other registered ontologies, and find resolutions early for term “clashes” (usually 

by adopting the other term). This process is referred to as ontological alignment and expands 

out of the single domain to all concepts even in other domains. By having an ontology that is 

registered on an ontological portal such as MatPortal [61], then all terms in the domain ontology 

can be connected through low-, mid- and top-level ontologies directly to schema.org, and 

 
2 https://schema.org 

Ontology Connection to 

Mid/Top level On-

tologies 

Overview Tool 

Introducing the Open En-

ergy Ontology: Enhanc-

ing data interpretation 

and interfacing in energy 

systems analysis [49] 

Maps to Basic For-

mal Ontology (BFO) 

The ontology includes different modules 

covering specific aspects in the energy 

systems domain including social and 

economic aspects, models and data and 

the physical side of energy systems. It is 

not specific for PV 

Protege 

Ontologies as a Basis for 

Constructing Digital 

Twins in Energy [48] 

No clear statement 

of mapping to 

mid/top level ontolo-

gies  

 Unclear how the ontologies are built and 

what are their components 

Not stated 

Materials Data Science 

Ontology (MDS-Onto): 

Unifying Domain 

Knowledge in Materials 

and Applied Data Sci-

ence [50] 

Mappings to mid-

level ontologies and 

BFO 

MDS-Onto sub-domain and domain on-

tologies map to MDS-Onto Concept that 

maps to mid-level Ontologies aligned to 

BFO 

FAIRmaterials 
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W3C’s schema.org. Schema.org provides the common terminology, as defined by Simple 

Knowledge Organisation for the Web (skos), for all general terms used on the world-wide web 

[62], [63], [64]. The Semantic Web, initially proposed in 1993, and in active development to the 

present, has the goal of having the web contain entities that are both human and machine 

readable and actionable [65], [66]. Therefore data visible on the web, needs to be FAIR so that 

it is self-describing, and contains all relevant metadata, so as to form Linked Data, with its 

metadata expressed according to the Linked Data standards as XML or more commonly today 

as JavaScript Object Notation for Linked Data (JSON-LD) v1.1 [67], [68]. In addition, the next 

versions of RDF, SPARQL and JSON-LD, all referred to as RDF-star, SPARQL-star and 

JSON-LD-star, are in process to be released as a W3C recommendations during 2026 [69] 

[70]. The release of RDF-star and JSON-LD-star will simplify semantic reasoning by making it 

easier and more straight forward to make statements about statements (i.e., to make an RDF 

triple statement about another RDF triple) [71]. Ontology “registration”, mapping and alignment 

is also important to guarantee a smooth interoperability between ontologies, which fundamen-

tally important for the same domain and overlapping fields. An exception is the Open Energy 

Ontology [49] that was designed for the domain of “energy systems” and maps its terms to the 

ISO standard ontology BFO [72]. Even though it is not specifically applied to solar, it encom-

passes different aspects and concepts within the PV domain.  

The main tool historically used to create ontologies is Protégé, as observed in Error! Refer-

ence source not found.. Protégé [67] is currently the most used open-source ontology soft-

ware that allows users to create, edit and visualize ontologies. Its main capabilities include 

manually creating and editing ontological terms and relationships, visualizing ontologies, 

checking the logical consistency of ontologies, and querying ontologies for specific information. 

While Protégé has extensive functionalities which includes several plugins options, the com-

plexity of the interface is a barrier for those who have little experience with ontology creation. 

This difficulty, especially for non-experienced users prevents certain researchers from creating 

and integrating ontologies with their own datasets entirely. In addition, adding terms and prop-

erties requires user manual input, which becomes a tedious task for systems with many varia-

bles. Therefore, there is a need for a tool that can create ontologies with an interface that is 

easily understandable and provides ample documentation on how to use it in addition to a PV 

ontology with clear mapping to top and mid-level Ontologies. 
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Figure 1: Positioning of MDS-Onto and PV-Onto within the semantic web. PV-Onto as 

well as MDS-Onto maps to Common Core Ontologies (CCO) that are connected to the 

Basic Formal Ontology (BFO). 

3.2 Towards a Recommendation for Data Modelling: MDS-Onto to 
overcome the barriers of lack of terminology 

To overcome the challenges associated with the lack of consistency in terminologies in the PV 

fields, we have developed, and herein describe, the Materials Data Science Ontology (MDS-

Onto) [50], a modular, low-level and extensive ontology, which also has an associated MDS-

Onto Framework which simplifies the process of ontology creation, validation, documentation 

and visualization, as well as creation of FAIR linked data. The MDS-Onto Framework includes 

CEMENTO [73], a python package for Ontology creation based on XML diagrams [74] [75], 

FAIRLinked [76], a python package for FAIR data creation, MDS-Onto Open website [77] which 
hosts documentation, .owl, .json files and a server for JSON-LD validation and visualization 

[78] and a WebVOWL server for visualizing ontologies as dynamic graphs [79] [80]. As a 
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component of MDS-Onto, we introduce PV-Onto, the PV domain ontology consisting of multi-

ple subdomain PV ontologies. Figure 1 illustrates MDS-Onto and where they sit in the ontology 

domain. PV-Onto consists of sub-domain ontologies under mds-BuiltEnv domain.  

3.2.1 CEMENTO 

CEMENTO [73], [81] is a python package that generates ontologies based on Extensible 

Markup Language(XML) drawio diagrams [82]. When designing ontologies, users often draw 

diagrams or schemas to organize concepts and ideas. CEMENTO takes advantage of this 

natural step in the Ontology design process to streamline the process of creation. CEMENTO 

can also take ontology files as input and output a drawio diagram. This functionality is particu-

larly useful when users want to enrich an existing ontology part of MDS-Onto; in this case they 

can either add boxes with new terms or add them directly in the ontology file. CEMENTO uses 

by default Common Core Ontology [83], a ISO standard mid-level Ontology that is BFO-com-

pliant. This simplifies subclassing and ontology mapping, as users can map their terms using 

a CCO human-friendly label, which CEMENTO automatically replaces with the corresponding 

CCO term.  

Users can also map their recently created terms to MDS-Onto Concept. The MDS-Onto Con-

cept is a bridge layer between CEMENTO and the domain ontology that was created to facili-

tate the mapping process. The concept layer contains terms that are intuitive and user friendly. 

For instance, the class mds:SiteLocation is a subclass of mds:Location (an existing Concept 

term). mds:Location is a subclass of cco:GeospatialLocation. Users have the flexibility to map 

their terms to MDS-Onto Concept or CCO, depending on their level of familiarity with Ontolo-

gies. Since the Concept ontology has been formally mapped to CCO, both methods are ac-

ceptable and ensure proper interoperability 

Figure 2 illustrate how CEMENTO operates using as an example one term from the PV site 

ontology for mds;SiteID, a subclass of mds:identifier.  

 

 

 

 

 

Figure 2 Example of how CEMENTO converts XML drawio diagrams to Ontology files ( 

in turtle format). mds:SiteID has been mapped to mds:Identifier ( term part of MDS-Onto 

Concept) that has been previously mapped to CCO. 
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3.2.2 MDS-Onto Open Documentation 

MDS-Onto Open website [84], as illustrated in Figure 3, is an open-source tool that provides 

an easy-to-navigate interface that allows users to search for any ontology that has been cre-

ated through the MDS-Onto Framework and download the MDS-Onto Ontology. In addition to 

providing MDS-Onto and its components in multiple syntaxes, the website also includes the 

URI and documentation for terms in every MDS-Onto domain ontology as well as a static vis-

ualization of the ontology.  

  

 

Figure 3: Interface of MDS-Onto Open website. 

Furthermore, the website consists of a variety of resources for ontological analysis and visual-

ization, including tools like WebVOWL and JSON-LD Playground, and extensive documenta-

tion on how to use the CEMENTO and FAIRLinked Packages. 

3.2.3 MDS-Onto Ontology (v.0.3.0.0) 

The Materials Data Science Ontology sits directly below other mid-level ontologies in level of 

specificity. It unifies concepts from various Materials Science domains by integrating domain-

specific terminologies under the same overarching low-level ontology. 

 Each of these domain ontologies can be used for model training, validation, and testing, as 

well as pre- and post-processing approaches used in different materials science datasets. To 

create MDS-Onto, we connected specific terms and relationships to a “bridge layer” mid-level 

Ontology that maps to preexisting generalized concepts, most of them falling into shared con-

cepts with CCO or other mid-level [85] ontologies such as CheBI [86] or QUDT [87]. Users can 
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also map terms directly to CCO as an alternative to MDS-Onto Concept. The ontology also 

includes a variety of entities to tag different types of data (as primary data, secondary data, or 

metadata) as well as sample documentation on integrating terms to the MDS-Onto concept 

ontology or CCO with a variety of different forms of data, making it a prime mid-level ontology 

choice for materials and data sciences ontologies [83]. Figure 4 introduces the modular and 

extensive approach of MDS-Onto Framework [50] [88][89][90].  

  

 

 

 

Figure 4: The modular approach of MDS-Onto. Users can map terms to MDS-Onto Con-

cept, a bridge layer connection CCO and domain ontologies. 

The newest version of the entire MDS ontology currently version (0.3.1.12) have been pub-

lished to two ontology repositories: MatPortal [59] and Industry Portal [90]. MatPortal and In-

dustry Portal are publicly accessible ontology catalogues and repositories, having a vast col-

lection of Ontologies for Industry and Materials Science communities. Those tools represent a 

great resource for Ontology discovery, terms mappings and comparisons.  

The website is a clone of the OntoPortal that has been formed from the original BioPortal [59] 

which consists of over seventy ontologies and engages the biomedical community to review 

and help improve ontologies via its ontology development features. By publishing our ontology 

to MatPortal, we are enabling the Materials Science community to review our ontology and 

invent potential mappings between our terms and terms from other ontologies.  
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3.2.4 FAIRLinked 

Ontologies have a key role in unifying terms and concepts in the PV community and creating 

ontology-aligned RDF datasets. In addition to enhancing semantic interoperability in the PV 

domain, they are also fundamental to achieve FAIR data. When the FAIRification process is 

driven by unified and interoperable concepts for terms, developing pipelines that are able lo-

cate, reuse and share the date become a more reliable and streamlined process. 

Expanding upon the CEMENTO package for ontology creation, we have developed and pub-

lished FAIRLinked, a Python package that enables the creation of linked and FAIR data guided 

by ontology concepts. FAIRLinked operates in synchrony to CEMENTO. CEMENTO is initially 

used to create ontologies, which are subsequently merged to MDS-Onto. FAIRLinked  reads 

the updated MDS-Onto and the user’s dataframe and generates a FAIRified equivalent data-

frame, where terms have been replaced by the corresponding MDS-Onto ones, and JSON-LD 

files populated with data.   The JSON-LD files are linked data format that can be easily ac-

cessed and integrated into data pipelines. Figure 5 illustrates CEMENTO and FAIRLinked 

workflow for ontology and FAIR data creation. 

 

 

Figure 5: Integrated framework to create FAIR linked data and Ontologies using CE-

MENTO and FAIRLinked. 

3.3 Interoperability of existing and new data 

In PV, power plant assets are frequently changing hands. This leads to loss of information 

including data, metadata and knowledge during the different stages of the ownership transition. 

In addition, PV instrumentation is often different across manufacturers in a way that it becomes 

a challenge to translate the raw data into its real representation of the physical world in a way 

that is consistent and reliable. Initiatives like Orange Button, are important for categorization 

of PV domains, however, without significant user buy-in, it becomes challenging for a stand-

ards-based approach to become adopted and accepted in the PV supply chain. The modelling 

side of PV also faces challenges given the large diversity of software packages and specific 

requirements for data input, for example as pvlib-python [43], PVSyst [44], and SAM [45]. Re-

using these packages requires additional effort from the user on identifying similarities and 

differences and implementing additional codes and scripts. As a result, this process leads to 

loss in time and resources.  

From a laboratory perspective, technicians and researchers face many challenges when per-

forming different PV measurements including the assessment, performance and degradation 

of PV modules. Due to different instrumentation, and experimental and operational conditions 

used, it’s often challenging to reproduce scientific investigations especially when source, con-

ditions, raw metadata, methodologies and procedures are not properly recorded or recorded 

at all.  
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All those facts illustrate the importance and growing need of terminology unification at all 

stages in the PV life cycle and value chain, from data collection, research, experiments, anal-

ysis and modelling, for all PV applications. The lack of this leads to slow collaborations and 

innovation. 

Historically, the best solution considered for the lack of terminology and consistency within a 

scientific domain were taxonomies. However, taxonomies cannot comprehensively and fully 

describe relationships between concepts and therefore restricts the reasoning within the do-

main. Ontologies overcome those barriers by adding an additional layer of semantic meaning 

describing relationships and concepts. Ontologies also provide the foundation for semantic 

reasoning and open the opportunities of machine reasoning over historical results [91].  

To overcome the challenges associated with the lack of consistency and terminologies in con-

cepts in the PV community we extend the MDS-Onto framework to the PV domain, where PV 

domain ontologies are created, validated and shared with the community of MatPortal, Industry 

Portal and MDS-Onto Open website.  

3.4 PV Domain Ontology: Unifying terminologies in PV with MDS-
Onto 

Ontologies provide a powerful tool for PV power plants as they allow data to be preserved with 

the correct identifiers and metadata properly recorded at all scales, from PV cell to the PV 

power plant site. From an asset owner's perspective, encapsulating all of the relevant infor-

mation into a few key JSON files is extremely valuable, as it provides an easy way for infor-

mation transfer when PV assets change hands. And using RDFlib and the Apache Arrow pack-

ages, JSON-LDs are easily converted to dataframes for analysis [92]. On the modelling aspect, 

asset owners are frequently concerned with the desirable performance of a PV installation; this 

requires a detailed digital twin of the system to be developed using FAIR data and metadata. 

PV-Onto is a sub-domain ontology that sits under the mds-BuiltEnvironment domain ontology. 

It is formed by six different components that facilitate the creation and organization of those 

sub domain ontologies: PV Cell, PV Module, PV backsheet, PV Inverter, PV Site, Charge Con-

troller and Battery. A short description of each PV subdomain ontology is provided next [50].  

PV System Ontology: A PV Site must have one or more PV Systems. For example, a Site may 

have multiple similar, but isolated, systems that tie in with different inverters, or a single large 

grid-connected system and an auxiliary research or quality control system. 

PV Inverter Ontology: PV inverters are essential to convert the DC power generated by PV 

Systems into AC power to be used for grid export. A utility-scale System will have many invert-

ers, as each inverter is only rated for a set amount of input DC power before it reaches its 

capacity. When an Inverter reaches its maximum DC power input, the remaining power is cur-

tailed and lost. Knowing the DC power limits of the Inverter is crucial for identifying time periods 

of clipping and where additional hardware may be needed.  

PV Module Ontology: The majority and most important information on a PV System depends 

on the PV Module used. There is a large variety of brands and manufacturers of Modules, and 

performance depends greatly on different factors that can be recorded in the domain ontology. 

Module manufacturers tend to have similar, but not standardized, terminology; module testing 

agencies like the California Energy Commission (CEC) also tend to have such terminology 

[93]. 

PV Backsheet Ontology: PV Modules have an PV Backsheet, which is a multilayer polymer 

laminate component on the backside of the module. In a Module specification sheet, backsheet 
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materials and compositions are often not explicitly described from the manufacturer. If this 

information is available, it is valuable to be included, as backsheets can significantly impact 

how, and the rate of degradation of PV Modules.  

PV Cell Ontology: A PV Cell is the smallest unit of a PV Site and is the semiconductor-based 

p/n junction device that can convert light into electricity. Approximately 95 % of PV Cells man-

ufactured in the world are made using crystalline silicon (c-Si) wafers, and these PV Cells are 

generally identified by the "so-called" cell technology, or architecture, that dictates the manu-

facturing processes used to produce the cells [94], [95].  

Battery Ontology: A PV System may have some form of Battery storage. Batteries have tradi-

tionally been used in PV systems as a form of emergency redundancy; in this operation mode, 

batteries are maintained full and only discharged during loss of service events. More recently, 

batteries have become more resilient and less expensive, which makes them more suitable 

for grid service use, such as for frequency stabilization. Batteries can be filled by PV systems 

during peak hours and then deployed at sunrise or sunset to battle the "duck curve" problem 

of solar PV generation. 

Charge Controller Ontology: Battery systems require a Battery Charge Controller, which de-

termines at which conditions batteries are charged or discharged. Controllers can operate ei-

ther from the grid level or be islanded away into the PV System. It is useful for an asset owner 

to be able to record and store the details of the Charger Controller, as the field has not been 

standardized yet, and therefore there is a significant variance in how charge controllers might 

behave. 

Figure 6 illustrated a snapshot of the ontologies for PV Site and Module. The images are also 

available at high resolution at osf [80]. 

3.5 Conclusions and Takeaways 

As the scientific community generates larger amounts and more diverse types of data, there is 

an increasing need for data standardization, to enable seamless data sharing, integration, ac-

cessibility and reuse. The main barrier hindering and slowing the interoperability and longevity 

of data is the variation in how research groups and industry store, organize, structure and 

chose to label their data.  

Ontologies provide a solution to unify the organization’s data and its labelling by facilitating 

different terms or aliases for concepts and enable interoperability with other experiment-spe-

cific variables. While the ontology creation process has already been streamlined in specific 

fields of science and applications, there is still significant variation in how ontologies are con-

structed, across the fields of Materials Science and PV. This variability prevents ontologies 

from achieving interoperability with one another, hindering, effective and reliable cross-collab-

oration between research groups, and delaying the use of semantic, or machine, reasoning 

over historical results.  

We have addressed this variability by introducing an ontological framework for the Materials 

and Data Sciences community, entitled the MDS-Onto Framework, which standardizes funda-

mental aspects and concepts of the Materials Data Science Ontology development process 

and enables the creation of FAIR data. The framework’s goal is to standardize the main com-

ponents of ontology creation, including the positioning of MDS ontologies, including PV-Onto 

the semantic web, the knowledge representation language and the online locations for where 

those ontologies are published. 
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Figure 6: Ontologies for PV module and PV Site illustrated by the respective figures of 

terms, relationships and classes. 
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 DEFINITION OF DIGITAL TWINS IN PV 

4.1 Introduction  

The concept of Digital Twins (DT) was first introduced in 2003 to refer to a “Conceptual Ideal 

for Product Lifecycle Management” [96]. 

In this definition, three key elements were present: the physical entity, the virtual entity and the 

data flows between the real entity and the virtual entity, as shown in Figure 7. In this case, the 

physical entity comprises object ontologies, taxonomies and data models (see Chapter 3 and 

Section 4.2.1) whilst the virtual entity consist of the model or sets of models that represent 

specific aspects of the physical entity; e.g. physical or behavioural models (see section 4.2.2 

and Chapter 5). 

 

Figure 7: Main elements of a Digital Twin: the physical entity, the virtual entity, and their 

data flows. 

Nowadays, the definition of “Digital Twin” can take multiple variations depending on the con-

text. For example, by explicitly indicating the scope of the DT along the entire asset’s lifecycle 

[97], [35], a scope “fit for purpose” [98], the use of real-time data [35]; or by adapting the DT 

concept to the manufacturing [98], construction [99] and PV energy [97] sectors.  

Despite the variations in the definitions of the DT, it remains widely accepted that the DT con-

sists of the key three elements of the original definition. Considering these elements and the 

DT’s purpose to support decision making, the authors propose to adopt a variant of IBM’s [35] 

definition for this report: 

“A digital twin is a virtual representation of a PV system or systems, at the appropriate level of 

detail, that can span its lifecycle, is updated from real data, and uses simulation, machine 

learning or reasoning to help decision making.” 

In this context, the DT can support the planning, design, operation, and maintenance (O&M) 

activities in the lifecycle of PV systems. Examples during the design stage include the use of 

physics-driven models to simulate a PV system before construction based on historical 

weather data and device specifications data. During the O&M stage, applications include de-

veloping machine learning models for performance monitoring and maintenance using real-

time weather and electrical data. This DT definition allows the selection of different modelling 
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strategies across the system’s lifecycle. For instance, physics-driven models during the design 

stage, and physics- and data-driven models during the O&M stage. 

The DT concept proposed in this report is comprehensive enough; that is, it is not limited to 

the use of real-time sensor data and is not restricted to using a particular modelling approach. 

However, it indicates that its main purpose is to provide insights for decision making. This latter 

characteristic differentiates the DT from simpler models, e.g., process control models, aimed 

for very specific tasks that may not involve human reasoning. 

Figure 8 presents a classification of the DT based on their level of integration; namely, Digital 

Model, Digital Shadow and Digital Twin [100]. In this classification, a Digital Model does not 

use any form of automated data exchange, a Digital Shadow only has an automatic data flow 

from the physical entity to the digital entity, whilst the DT has automatic data flows from and to 

the physical and virtual entities. In these cases, the DT in Figure 8c represents the most com-

plex integration level. Note that this classification is not used in this report to distinguish the 

level of integration of the various examples provided, and they are all referred to as Digital 

Twins. 

 

Figure 8: Classification of the DT based on their levels of integration. Figures taken from 

[100]. 

4.2 Components of a Physics-based Digital Twin for a PV System 

This section defines the three main elements of the DT. Namely, the physical entity, the virtual 

entity and the data flows between the real entity and the virtual entity. 

4.2.1 The physical entity 

Physical entities are the foundation to construct the virtual entity. They represent the selection 

and organization of information related to the physical asset or group of assets in a DT. Phys-

ical entities consist of ontologies and taxonomies [101] (see section 3.1). In this respect, on-

tology can be defined as a “formal specification of a shared conceptual model” [102] with the 

following characteristics: 

• Describes the relationships between the different concepts associated to a specific 

area or domain. 

• Describes in detail such system of concepts. 

• Is accepted and used by a specific community. 

• Is standardized in a formal language. 
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The definition of an ontology depends on different factors, such as the purpose and scope of 

the DT, its target users and the digital resources used. For example, an ontology aimed for the 

design and construction of a PV plant may focus more on the detailed representation of devices 

and plant layout, as production data are not yet available. Similarly, an ontology aimed for 

managers of a PV fleet may focus more on comparing plant-level power data than on compar-

ing those of individual PV devices. Finally, a DT deployed in a low-cost, low-maintenance in-

frastructure may require a simple ontology involving the minimal use of data. 

Several data ontology approaches have been proposed by the PV community. The Orange 

Button Initiative, while primarily offering a taxonomy for PV, is an active community of public 

and private actors that proposes a comprehensive data ontology aimed to facilitate the sharing 

of data between PV energy companies across the lifecycle of PV systems [103]. The TRUST-

PV project [97] developed a taxonomy for the PV sector and proposes using a data ontology 

for the entire lifecycle of a PV system based in the concepts of Building Information Modelling 

(BIM) described in [104]. For more detailed review of data ontologies, refer to section 3.2. 

4.2.2 The virtual entity 

The virtual entity refers to the model or sets of models that represent specific aspects of the 

physical entity. Figure 9 illustrates the four modelling aspects proposed by [105] that can be 

considered when creating a DT. Namely, geometric, physical, behavioural and rule modelling 

aspects. It is important to note that a virtual entity can comprise all or less of these aspects 

depending on the purpose of the DT. For example, having a 3D replica of a PV system may 

not be needed if other sources of data are available to describe the PV system’s behaviour.  

These four modelling aspects also comprise different modelling technologies as the type of 

data and functional requirements differ significantly. Examples of these modelling technologies 

and applications in the PV sector are also provided in Figure 9 and in chapter 5 .The geometric 

modelling can also include georeferenced digital plans of the system and its components. 

 

Figure 9: Modelling aspects of a virtual entity as proposed by [11] with examples in the 

PV sector. 
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4.2.3 Data flows 

Data flows refer to the exchanges of information between the physical and virtual entities and 

the infrastructure that allows such exchanges. The data generated by these two entities can 

differ in their variety (e.g., images, timeseries, text), velocity (e.g., real time, offline), volume 

(e.g., 5-min frequency sensor data, day-ahead forecasts) and veracity (e.g., simplifying as-

sumptions in physical models, sensor noise).  

Physical data refers to the data generated by the physical devices and considered by the phys-

ical entity. In this case, data collection pipelines are set to gather the physical data from their 

different sources (e.g. sensors, maintenance logs) and store them according to the object on-

tologies defined through the physical entity. Data collection can be as simple as manually 

gathering the essential construction information of the PV system, or as complex as setting up 

an infrastructure to collect production data from sensors in real-time. In the latter case, data 

flows can involve a cloud IoT platform using a variety of services such as data bases, software 

containers, and computing.  

On the other hand, virtual data refers to data generated by models that can either use physical 

or other virtual data. Some examples include the expected production estimated by physics- 

or data-driven models, LCOE (levelized cost of energy) estimated by economic models, wa-

terfall analyses for performance losses or cleaning schedules calculated by an optimization 

algorithm. 

In Chapter 5, we will discuss some of the key dataflows of the digital twin system and highlight 

how they enable different applications of the digital twin.  

Physical and virtual data interact with the users, services, and devices in a different manner. 

In the standard for information exchange in the manufacturing sector [106], four types of com-

munication networks are defined to allow the operation and transfer of information. Namely, 

user, service, access, and proximity networks, as shown in Figure 10. The user network con-

nects the user with the DT; the service network connects the various services within the DT; 

the access network connects the device communication system, the DT, and the user; and the 

proximity network connects the device communication system to the physical device. Some 

examples of these definitions applied to PV plants can be found in Table 3.  
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Figure 10: Communication networks that allow the information between the DT, the us-

ers (e.g. PV plant operator), and the physical devices (e.g. a PV plant) [106]. 

Based on the examples provided in Table 3, the reader can imagine a day-to-day scenario 

where an asset manager logs in to the DT’s interface to check the key performance indicators 

calculated by the DT using data generated by the PV plant and retrieved by the communication 

system. By interacting with the DT’s interface, the asset manager can also inspect the alarms 

highlighted and a list of actions proposed by the DT. In this scenario, the DT can also execute 

an action such as rebooting an inverter or raising and O&M ticket after approval by the asset 

manager. The data to the DT are continuously updated to show the behaviour of the plant and 

the effect of the actions performed. By executing an action that impacts the PV plant, the DT 

in this scenario represents an agent that acts on behalf of the asset manager.  

Device communication system

User

Physical device

User network

Digital Twin

Virtual 
entity

Physical 
entity

Service network

Access network

A
c
c
e
s
s
 n

e
tw

o
rk

Proximity network

Physical data

Virtual data



Task 13 Reliability and Performance of Photovoltaic Systems – Digitalisation and Digital Twins in Photovoltaic Systems 

 

42 

Table 3: Examples of information exchange for a DT of a PV plant. 

Type Example 

User User login information is transferred to the DT to access its API. 

The user provides the information required to configure a DT to an initial state. 

The user launches a data analysis request. 

The user approves an operation proposed by the DT; for example, a reboot in-

struction to the inverter 

Service Transferring selected outputs from one computing block to the next to perform a data 

analysis. 

The data cleaning schedule needed for analyses or for model re-training. 

Access The data from the SCADA system is sent to a DT database.  

The user sends a request through the DT to reboot an inverter. The DT sends this in-

struction to the SCADA system. 

Proximity The SCADA system sends the reboot instruction to the inverter. 

Data are transferred from a pyranometer to the SCADA system. 

 

4.2.4 Service systems 

Tao et al. [105] introduce the concept of “service systems” to refer to support services for the 

management and control of the physical entity, and the operation and evolution of the virtual 

entity. As shown in Figure 11, this includes services related to visualization approaches, soft-

ware containers, automation pipelines, data processing, user connectivity etc. 

Although seldom discussed in the DT literature, the service systems are necessary elements 

of the DT. They allow the DT to execute its intended computation tasks and interact with the 

user and the physical device. The development of the service systems requires skills in soft-

ware development, data architecture, cybersecurity, systems integration, data science and 

project management. This may contrast with the skills that are more relevant to the develop-

ment of the physical and virtual entities of the DT, such as domain-specific knowledge, simu-

lation modelling and data analytics.  
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Figure 11: The operation mechanism of the service system that enables the interactions 

between the physical and the virtual entities through the data flows.  

4.3 Data-driven Digital Twins for a Fleet of PV Systems 

A data-driven digital twin (ddDT) is an approach focused on modelling the system based on 

real-world data streams from the system, as opposed to using empirical or physics-based mod-

els to reproduce the behaviour of the system. It represents the physical relationships between 

the system’s variables without relying on empirical simulations of ab initio models. Data-driven 

digital twins are extremely helpful when the physics is poorly understood or in situations where 

one has access to large volumes of real-world data for use in data-driven modelling. ddDT’s 

seek to model the system as it actually is, based on real observations and data streams arising 

from the device in question. Thus, it’s extremely useful to understand the systems behaviour 

in real-world scenarios and has the advantage of making comparisons among systems easier. 

For a PV system which is generating large data streams of real-world data, a trained data-

driven digital twin can capture a comprehensive and detailed understanding of all of the be-

haviours of the system, under all conditions it is exposed to, without the blind spots that could 

arise from physical mechanisms that were not expected and, therefore, not included in a phys-

ics-based DT. 

4.3.1 Definition of Foundation Model 

While many artificial intelligence (AI) models have been used in building DTs and solving real-

world problems, creating and deploying each task-specific AI model often requires a consider-

able amount of time and resources. The new wave of AI application, that’s replacing the current 

task-specific models, is the deployment of foundation models [107]. Foundation models are 

trained on a broad set of unlabelled data that can be used for different tasks, with minimal fine-

tuning. As the name suggests, the foundation model can be used for many applications and 

can apply information it’s learnt about one situation to another.  

4.3.2 ddDT’s for PV Fleets using Graph Foundation Models 

Developing a data-driven digital twin (ddDT) for fleets of distributed power systems is a critical 

task in the process of energy asset digitization. Notably, data-driven efforts often focus on 

neural network models trained on singular sites. While traditional neural network model archi-

tectures can provide deep site insights, they risk model overfitting and present challenges in 
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model generalization, especially in the face of subpar data quality [108], [109], [110]. Employ-

ing a foundation model approach in building data-driven digital twins has significant benefits. 

Graph based approaches, such as spatiotemporal Graph Neural Networks (st-GNNs) have 

significant advantages in building a foundation model [111]. Using st-GNNs for data imputation 

of energy production data, and for power forecasting has great advantages because it lever-

ages the inherent spatial and temporal nature of the distribution of the PV systems and the 

weather phenomena, they are all experiencing. This methodology inherently considers the 

spatiotemporal dynamics, and spatial and temporal coherence, influenced by local weather 

and other environmental factors, with the aim of harnessing fleet-level data to support model 

predictions. Through this approach, ddDTs seeks to transcend the limitations of single-site 

models, paving the way for more generalized and accurate predictions across the spectrum of 

PV system performances [112], [113], [114], [115]. Figure 12 shows an example of st-GNN 

implementation for a fleet of 3 PV system  in which each node represents one system with its 

strings of PV modules and has a Feature Vector of metadata information about that particular 

system. The feature vectors are the system’s metadata, while each node also contains the 

time series data streams for electricity production and weather conditions are contained in 

each st-graph. Figure 13 shows an example of a fleet of 316 PV systems, distributed from 

Puerto Rico, the continental US and Hawaii. The connectivity of the graph is determined by 

epsilon, a hyperparameter trained to maximize the predicted power accuracy of the model. For 

epsilon = 1, each system is isolated, while epsilon = 0 is a fully connected graph, and shown 

here is epsilon = 0.5. The minimum predicted power forecast is found for epsilon = 0.25. Figure 

14 shows how a foundation model is used in building a data-driven digital twin for PV system 

power prediction. A use case of the data driven digital twin using real world data is presented 

in section 4.4.2. 

 

 

Figure 12 A data-driven Digital Twin model for a PV Fleet  of 3 systems consists of a 

spatiotemporal graph (st-Graph) of the PV systems and inverters, in which each node 
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represents one system  with its strings of PV modules and has a Feature Vector of 

metadata information about that system. The feature vectors are the system metadata, 

while each node also contains the time series data streams for electricity production 

and weather conditions are contained in each st-graph. 

 

 

Figure 13: For a ddDT of a fleet of 316 PV systems, distributed from Puerto Rico, the 

continental US and Hawaii, a spatiotemporal graph foundation model is assembled, and 

trained [112]. 
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Figure 14: (a) Model structure for data imputation of missing gaps of PV power data. 

The entire model pipeline (Foundation Model + task specific parts) is referred to as a 

“STD-GAE”, following convention from the literature. (b) An imputed PV power signal. 

(c) The performance of the ddDT power model on a day of PV power. Note that the values 

shown on the y-axis are DC power with a normalization factor applied to it. The model 

closely follows the trend during the daytime. As the day-night cycle is known, the model 

is not penalized for nonzero values at night. This improves model convergence behav-

iour and compresses the dataset into a useful representation, as learning that 50% of 

the data is zeros is unnecessary for a useful model. Taken from Pierce et al. [116].  

4.4 Use Cases and Best Practices 

4.4.1 SunSmart Case Study 

The SunSmart E-Shelter Schools program in Florida, USA is the first in the nation to outfit 

emergency shelter schools with solar + storage. More than 115, 10 kW PV solar systems are 

currently installed in schools designated as emergency shelters throughout Florida. FSEC, an 

energy research centre at the University of Central Florida, coordinated the installations, which 

began in 2010.  
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These solar + storage systems have become the centrepiece of community events, with stu-

dents and teachers acting as ambassadors to educate local citizens about the clean, silent 

electricity produced for their school. More importantly, in the event of an emergency, these 

systems use energy stored in batteries to provide power to key aspects of the shelter and 

provide an emergency shelter for the local population. 

  

Figure 15: More than 115, 10-kW PV solar systems are installed on the emergency shel-

ter schools throughout Florida. More than 50,000 students were introduced to photo-

voltaics and renewable energy technologies through the SunSmart Schools project. The 

installation of 10 kW ground-mounted systems with battery backup generated jobs 

across multiple industries. 

Timeseries data spanning three years of PV systems from 29 schools in Florida that participate 

in the SunSmart E-Shelter Schools program have been gathered [117], [118]. This dataset 

includes timeseries information on PV system performance, geographic data on their locations, 

and relevant weather conditions [119], [120], [121], [122]. 

The initial phase involves building a spatiotemporal graph neural network (st-GNN) to predict 

power in the system [112]. Timeseries data were processed, and missing values imputed using 

the pre-trained Spatiotemporal Denoising Graph Autoencoder (STD-GAE) model of Fan et al. 

[113], which forms the basis of the Foundation Model presented in this work. A distance-based 

graph is constructed for all sites using a Gaussian kernel to threshold edges. Intuitively, PV 

systems that are spatially closer together should share more information.  

The processed timeseries data and adjacency matrix representation were trained for an impu-

tation task, as shown in Figure 14a. The st-GNN model aims to produce an output with the 

same dimensions as the input, not just values for specific points. This process, known as “re-

construction,” involves the model recreating the input from latent space manifolds or embed-

dings [123], [124]. However, it is not always informative to calculate the model reconstruction 

loss for values that had to be filled in with a preliminary imputation method, especially for 

downstream tasks where fidelity to the original signal is required. Calculating error for these 

values could bias the model to the methods that were used to fill in the data, especially for 

datasets with large amounts of missingness, and lose the character of the real dataset. To 

remedy this, the model can selectively calculate the loss for only values in which real data was 

measured based on a matrix of flags. This approach allows us to modify our learning targets 

on the fly and respect domain knowledge when assessing the performance of these deep 

learning models. 

For a block missingness scenario, a raw and imputed PV power signal is shown in Figure 14b. 

The model performs quite well, especially given the chaotic variability of PV systems’ output 
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caused by weather variability. The model can capture both the daily, monthly, and yearly sea-

sonality of power along with matching the high frequency fluctuations due to solar resource 

variability and local microclimatic effects induced by shading / system failures. Note the gen-

eralizability of this approach: although this work chooses to impute PV power, it would be just 

as simple for system current or voltage as well. As a specific task, it is common in PV to create 

a “power model", which takes as input measured weather data and then outputs the expected 

AC or DC power of the PV system. The flexible nature of a st-GNN makes it simple to retrain 

for these two tasks. During the training step, irradiance, air temperature, and wind speed are 

used as inputs and targets in the semi-supervised paradigm. The model is then adapted to 

take the same weather data as input and output the PV power. The benefit of this approach is 

that the initial training step creates a useful encoding of the weather data, which the power 

model can then take advantage of. An example of model performance on this task is shown in 

Figure 14c. 

4.4.2 Use Cases 

Digital twins are transforming the PV industry by improving real-time monitoring, simulation, 

and analysis of systems. Acting as a virtual representation of a PV system, they support opti-

mization of performance, predictive maintenance, risk management, and decision-making 

throughout the PV system lifecycle. 

Here weError! Reference source not found. present six key use cases for digital twins, 

highlighting applications and best practices. These range from performance optimization and 

risk analysis to electricity market simulation, demonstrating the transformative potential of 

DTs in enhancing energy production, reducing costs, and improving efficiency in the renewa-

ble energy sector. 

Table 4: Use cases for DTs in the PV industry 

Use case Description Best practice 

Performance Opti-

mization: 

Digital twins can simulate the perfor-

mance of a PV system under various 

conditions, helping stakeholders 

make informed decisions about sys-

tem design and operation. For in-

stance, a digital twin can help deter-

mine the optimal tilt angle for PV mod-

ules in a specific location or the best 

configuration of panels to maximize 

energy production. 

Use high-resolution weather 

and performance monitoring 

data integrated into the digital 

twin model to increase pa-

rameter accuracy for simula-

tion scenarios. Implement 

machine learning algorithms 

on historical and real-time da-

tasets to recommend deploy-

ment scenarios and system-

level adjustments. Use sensi-

tivity analysis to test different 

variables and optimize perfor-

mance (e.g., tilt angles, row 

spacing) while meeting finan-

cial targets. 
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Table 4 (continued) 

Use case Description Best practice 

Decision Support 

System[125], [126]: 

Efficient maintenance process au-

tomation and standardization are 

essential for optimizing yield and 

lifespan. Identifying common is-

sues with a standardized taxon-

omy can lead to effective solu-

tions. The Cost Priority Number 

method helps evaluate the eco-

nomic impact of technical failures 

in energy systems. Such a meth-

odology offers the opportunity to 

shift current O&M routines from 

the predominant reactive ap-

proach towards an automated de-

cision support system 

Apply failure mode and effects 

analysis (FMEA) integrated with 

the Cost Priority Number method 

to identify critical failure points in 

PV systems. Standardize O&M 

(operation and maintenance) de-

cision-making through digital 

twins by configuring risk thresh-

olds and escalation protocols. 

Automate alerts and mainte-

nance routines triggered by per-

formance deviations tracked 

within the digital twin, enabling 

predictive and proactive O&M 

workflows. 

Risk Analysis[30]: Risk analysis enables users with 

statistical and reliability data to de-

velop and run scenarios in which 

PV performance and costs are af-

fected by components that can fail. 

Use Monte Carlo simulations or 

probabilistic risk models in digital 

twins to provide insight into fail-

ures or yield reductions. Lever-

age real-time IoT sensor inputs 

for reliability analysis and degra-

dation modelling of components 

(e.g., inverters or solar modules). 

Establish a dynamic insurance 

risk assessment framework us-

ing data derived from digital twin 

platforms to simulate plant relia-

bility over a 20+ year lifecycle. 

Plant Acquisition: When considering the acquisition 

of a PV plant, a digital twin can 

provide valuable insights into the 

plant's performance. It can simu-

late the plant's energy output un-

der different weather conditions 

and over time, helping potential 

buyers assess the plant's value 

and return on investment. 

Develop a detailed, dynamically 

updatable model using digital 

twins to provide a virtual replica 

of the plant's historical and pre-

dicted performance. Include fi-

nancial KPIs such as ROI (Re-

turn on Investment), IRR (Inter-

nal Rate of Return), and payback 

periods derived from twin simula-

tions. Customize acquisition cri-

teria scoring parameters such as 

component lifetime estimations, 

irradiation trends, or O&M efforts 

to quantify the real long-term po-

tential of the system. 
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Table 4 (continued) 

Use case Description Best practice 

Maintaining Plants: Digital twins can predict when 

components of a PV system may 

require maintenance or are likely 

to fail. This allows for proactive 

maintenance, reducing downtime 

and associated costs. For exam-

ple, a digital twin might indicate 

that a particular inverter consist-

ently operates at high tempera-

tures, suggesting that it may re-

quire maintenance or replace-

ment. 

Implement condition-based mon-

itoring (CBM) within the digital 

twin framework to track compo-

nent health. Integrate failure pre-

diction models using techniques 

like root cause analysis or re-

gression modelling to detect 

anomalies in thermal profiles, vi-

bration data, and electrical pat-

tern. Schedule maintenance 

ahead of potential downtime by 

automating service notifications 

for spare parts procurement, 

workforce readiness, and logis-

tics management through digital 

twin data insights. 

Electricity Market: Digital twins can also simulate a 

PV system's response to electric-

ity market conditions. For in-

stance, they can model how the 

system would perform under dif-

ferent electricity prices, helping 

operators decide when to sell elec-

tricity to the grid or when to store 

it. This can optimize the financial 

performance of the PV system. 

Combine digital twin energy out-

put models with machine learn-

ing-based market data analysis 

tools to simulate forecasted price 

trends. Optimize energy storage 

and dispatch decisions by incor-

porating grid demand predic-

tions, time-of-use rates, and 

price arbitrage calculations into 

twin operations. Create actiona-

ble electricity trading simulations 

that enable operators to switch 

between storage utilization or 

grid sales based on forecasted fi-

nancial results. 

 

4.4.3 Best Practices 

Digital twinning provides a holistic view of the operation of PV assets, aiming to support deci-

sion-making for planning O&M activities or for the selling of the whole asset. One of the signif-

icant advantages of digital twinning is the automatization of procedures, such as visualization, 

reporting, and the calculation of simple metrics, which in turn saves considerable time and 

reduces manual labour. Additionally, when implemented correctly, a digital twin can serve as 

a single source of truth, ensuring consistency and accuracy across all data and operations 

related to photovoltaic assets. 

The development of digital twins can be approached incrementally, allowing organizations to 

stop increasing complexity when it no longer adds value. This approach helps manage costs 

and ensures the system remains efficient. Digital twins also enable remote monitoring and 

management of photovoltaic assets, significantly reducing the need for on-site personnel and 
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saving on travel and operational costs. Furthermore, by providing a digital representation of 

physical assets, digital twins make it easier for a broader range of stakeholders to access and 

understand important information, thereby enhancing decision-making processes. The use of 

soft sensors in digital twins can also reduce the need for investing in physical sensors, as these 

soft sensors use algorithms to estimate measurements, offering a cost-effective alternative. 

However, several challenges accompany the implementation of digital twinning. Managing 

data quality, standardization, control, and security are significant hurdles. Poor data can lead 

to incorrect decisions, necessitating robust data governance practices. The deployment and 

maintenance of the necessary IT infrastructure can also be costly and complex, involving reg-

ular updates, ensuring connectivity, maintaining privacy, and managing power and storage 

requirements. Additionally, a lack of standardized modelling approaches and the use of non-

explainable models can complicate the implementation of digital twins, with the economic ben-

efits of these models not always being easily verifiable. 

The initial and ongoing costs of developing digital twins can be substantial. For instance, at 

TotalEnergies, developing a minimum viable product (MVP) for a digital twin can take about 

12 months and involve around 10 people, including product owners, project managers, devel-

opers, IT specialists, data scientists, administrators, and people managers. Further costs are 

incurred in development, maintenance, and user support post-MVP. The costs associated with 

sensors, software, and their maintenance can also be high, adding to the overall expense. 

Cultural challenges also pose a significant barrier. There is often a shortage of specialists in 

software development and data science, leading to higher costs for specialized personnel. 

Additionally, the slow acceptance of new AI technologies can hinder the adoption and effec-

tiveness of digital twins. While digital twins aim to support decision-making, such as buying 

plants, maintaining plants, and market-driven approaches, the complexity of these decisions 

can sometimes outweigh the benefits provided by the digital twin. 

Finally, implementing digital twins within the industrial sector, particularly for PV power plants, 

can be challenging. This involves navigating various technological, logistical, and regulatory 

hurdles. By carefully considering these points, organizations can better assess the potential 

benefits and challenges of implementing digital twinning in the photovoltaic domain. 

Several companies are embracing advanced digital twin technology, improving their abilities 

through research and development. The widespread use of these innovative technologies has 

resulted in practical advantages for customers. DTs in the industrial sector offer benefits in 

surveillance, analysis, prediction, enhancement, and decision-making. They can educate em-

ployees through digital models of equipment, settings, and individuals. DTs are commonly uti-

lized in diverse sectors such as construction, healthcare, agriculture, shipping, manufacturing, 

energy, automotive, and aerospace. [127] 

DTs also represent a significant innovation in the PV industry, offering a range of benefits from 

performance optimization and predictive maintenance to increased cost savings. They provide 

an effective tool to improve different aspects of PV system management and operation, such 

as decision-making, plant acquisition, maintenance, or market participation. 
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 DIGITAL TWINS IN PV O&M: DATA FLOWS AND APPLI-
CATIONS 

5.1 Introduction 

In Chapter 4, the concept of digital twins was defined, and related data flows and applications 

were introduced. For a fully functional DT system, we can identify a large variety of data flows 

that provide required inputs for the DT system, or present useful output of it. As mentioned 

before, data flows refer to the exchanges of data between the physical and virtual entities and 

the infrastructure that allows such exchanges. The combination of DT and data flows is what 

enables the functionality of the DTs.  

In the upcoming sections, we delve deeper into the specific data flows and applications of DTs 

in PV systems. Section 5.2 focuses on the monitoring data, which are collected in real time 

from the physical devices that make up the digital twin's PV system or fleet of PV systems. 

These data are acquired using supervisory control and data acquisition (SCADA) systems and 

typically consist of timeseries of numerical values, vital for overseeing the PV plant operation. 

Monitoring data are the basis of the functionality enabled by digital twins in the O&M interface, 

providing the necessary inputs from the physical to the digital entity. 

In Section 5.3, we examine several applications of digital twins enable by these data, and the 

data flows they provide as outputs, for modelling plant performance, detecting faults and 

providing predictive maintenance. There is a stream of data originating from the virtual entity, 

and as mentioned in Section 4.2.3, these are typically data generated by models that aim to 

emulate the operation of the physical entity at high accuracy, such as data-driven or physics-

driven models for the PV plant or PV fleet electrical output parameters. Within the digital twin 

system, modelled power output can subsequently be used to determine a set of key perfor-

mance indicators (KPI’s) of electrical or financial performance, and a breakdown of modelled 

data can be used to analyse power losses in detail and to perform predictive and corrective 

maintenance. In Section 5.3.2, we detail these data flows.  

Through these sections, we aim to provide a comprehensive understanding of how digital twins 

facilitates and builds upon various data flows to enhance the performance and reliability of PV 

systems.  

5.2 Monitoring PV systems: data from the field 

In this subchapter, we describe data streams from the physical entity to the virtual entity of the 

digital twins. The monitoring data streams are one of the key inputs of the digital twins’ func-

tionality, as they provide (near) real-time data on the performance of the physical PV plant. 

Here, we describe two distinct flows of data:  

• Continuous monitoring data measuring the system’s electrical performance at module, 

string and/or inverter level, grid feed-in data from transformers and the metered connec-

tion point, and measurements of environmental conditions from weather-stations, or arc 

event sensors. 

• Field inspection data collected on regular scheduled intervals or when triggered by the 

detection of anomalous behaviour of the PV plant from the monitoring data. These data 

include e.g. visual, IR thermography, or EL (or PL) module inspections from the ground 

or using UAVs, I-V curve measurements from modules or strings of modules, and struc-

tural mechanical tests of mounting systems and trackers.  
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5.2.1 Continuous Monitoring Data 

In a PV system, several physical entities generate real-time measurement data, such as in-

verters, combiner boxes, weather stations, and electric meters. This data including error mes-

sages from devices is typically collected by a central device, which then transmits it to a cloud-

based monitoring database. An example of this process is shown in Figure 16. 

 

 

 

Figure 16: The data (black) and energy flow (blue) in a larger PV system. 

As its firmware control procedures depend on them, a typical inverter needs to monitor many 

different values during its operation: 

• DC for each MPP: voltage, current of each parallel string, DC power 

• AC total: three-phase currents, active and reactive power, phase angle, produced en-

ergy, conversion efficiency 

• Grid: three-phase voltages, frequency. 

• Internal: self-consumption, MOSFET temperatures, internal time, HVAC of container 

• Operational flags: waiting for sun, clipping, reactive power provisioning, overtempera-

ture, faults 

Commonly, the DC data has better accuracy than the AC data, where much higher sample 

rates are required to perform integrations. Often, also the option exists to include additional 

sensors for air and module temperature, or even irradiation, e.g. using a Modbus interface. For 

large scale systems, this data is however often collected by dedicated local weather stations 

that include wind, rain and soiling data. A standard exists for the number and type of sensors 

within the IEC 61724-1 “Photovoltaic system performance – Part 1: Monitoring”, which for eco-

nomic reasons is applied seldomly. A common problem of weather stations is that they do not 

interval average irradiation, resulting in substantial uncertainty of received solar insolation es-

pecially for long recording intervals. 
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Especially smaller inverters might not deliver monitoring data at nighttime, opposed to central 

inverters, whose grid support functions might be active (i.e., for reactive power provisioning). 

Not every inverter might be able to perform nighttime reactive power provisioning, as the en-

ergy needs to be taken from AC instead of DC thereby. 

Apart from the data itself also the timestamp of the data is transmitted, that often originates 

from the endpoint’s individual potentially unsynchronised and hence drifting timekeepers. 

Some data might be interval averaged (e.g. energy), while other data can be single shot meas-

ured (e.g. voltage). This can produce systematic half interval time discrepancies (Figure 17) 

leading to permanent over and underestimations in morning and evening hours, as well as 

during rapid changes in irradiation due to cloud movement. If asynchronous data is collected 

and only transmitted to the centralised database in an aligned fashioned, similar problems 

arise. The shorter the monitoring interval, the smaller the effect of these artifacts. A maximum 

of five minutes interval, ideally less, is hence considered good practice.  

  

 

Figure 17: Left: One minute resolved irradiation data in blue. Interval averaging (red) 

and single shot (green) strategies shows a half interval time shift in the compared data 

flows. Right: The systematic PV prognosis error depended on the monitoring interval.  

In the central monitoring database, a text-based naming scheme exists for all the values that 

are gathered. Although ideally automatically generated, it can contain spelling irregularities 

due to human errors. Seldomly, the name of a time series does not fit the content, and data 

can be erroneous, e.g. exhibiting out of band data or long-term stuck values.  

For analysis it is recommended to auto-obtain the monitoring naming scheme using textual 

analysis of the time series names, and to validate the content by means of amount of zero, 

strings, not-a-number (NaN) values, quantile values (e.g. 0.5, 0.98), and daily and yearly Fou-

rier analysis. Monotonically increasing values will exhibit integrated quantities, see Figure 18. 

The Fourier phase amplitude is useful to evaluate both over the day, as well as the year, to 

find quantities that have day curves (e.g. irradiation, temperature) or seasonal changes. While 

extreme values should be checked for plausibility, they often indicate sensor faults, data cor-

ruption, or unrealistic physical conditions, and may require filtering or flagging before further 

analysis. 

Apart from direct sensors, external data is often integrated, such as surrounding weather sta-

tion data, satellite image calculated irradiance. To include historic weather forecast might be 

useful, if a direct trading market participation on a hourly or sub hourly base or e.g. using Virtual 

Power Plants (VPP) is considered in the future. Derived data, such as performance ratio cal-

culations or inverter efficiencies also are common, but seldomly the algorithms are 
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documented in an appropriate way to trust algorithms in a commercial plant review, and the 

DC and AC uncertainties are sufficient.  

PV system data is often interchanged by 2d text files. Thereby, one can expect a data usage 

of 0.5-2 Mbyte per Inverter and kWp for 5-minute logging when using 20 kWp Inverters. For 

1MW and 30 years, hence 15-60 GBytes are estimated. Using central inverters, the data 

amount per kWp is largely decreased, although the number of columns per inverter typically 

rises, e.g. by the logging of the individual DC currents of parallelised PV strings in the combiner 

boxes. An exemplary large scale 300 MWp using central inverters e.g. creates 6 GBytes per 

year. 

 

 

Figure 18: Initial plausibility evaluation of the monitoring data content of a tiny PV sys-

tem, with cryptic and localized column names. The data type (blue) and the percentiles 

(yellow) are analysed. The year and day Fourier analysis shows how quantities change 

by season or daytime, while the data that mostly increase which each timestep is often 

integrated quantities, e.g. produced energy. 

It is not recommended to remove old data from the monitoring system. Especially the initial 

two years of operation are essential to obtain a reasonable degradation rate, and to quantify 

effects such as LeTID or PID. Hence, it is also not recommended to first install the modules, 

and weeks later start logging monitoring data. 

It is also necessary that the monitoring platform allows large scale data import and export, as 

an internet exposed online system cannot be assumed to have 30-year lifetime, e.g. due to 

changing IT security requirements. This argument becomes even more relevant, if an interac-

tive remote control of the system is possible.  

In Operation and Maintenance (O&M) of PV systems, quality management requires to store 

additional data of PV systems, such as building plans, inverter manuals, or owners financial 

reports. This is often performed in a file folder structure. Advanced measurement campaigns, 

such as drone imaging (IR, EL, VIS) are often archived within: As a single drone visit can 

generate hundreds of GB of images and videos, databases file systems are seldomly applied 

(see Chap. 5.2.2). 

Either using a dedicated ticketing system, or some other database, so called event logs typi-

cally exist. They are used to document failures, plant visits, automatic alerts, security fence 

alarms, maintenance protocols, and similar. While most O&M companies use standard meth-

ods for that, international archiving standards that are machine interpretable would be benefi-

cial. 

Name1 nrNone nrNan

nrLimite

d nrNums

nrDate

Times strings valMin valMax Qu1 Qu50 Qu90 Qu99 Year-Amplitude

Year-

Phase[da

ys] Day-Amplitude

Day-

Phase[h]

Intraday-

Increase

Intraday-

Decrease

S 2 (#2, 71)Einstrahlung (W/m2) 0 0 0 455220 0 0 0 1,297.0               0.1                 0.1                    507.9                  924.0                  3.5                        0               91                          12             53% 47%

WR 1 (#1, 1)Udc2 (V) 0 0 0 455220 0 0 0 799.0                  0.0                 433.0                664.9                  703.0                  3.3                        0               182                       12             48% 52%

WR 1 (#1, 1)Pac (W) 0 0 0 455220 0 0 0 18,508.0            1,123.8-         5.0-                    11,913.4            17,765.5            95.4                      0               2,262                    12             53% 47%

S 2 (#2, 71)Insolation (Wh/m2) 0 0 0 455220 0 0 0 8,077.0               98.0-               53.7                  4,806.8               7,153.2               39.8                      0               75                          0               100% 0%

WR 1 (#1, 1)Pdc2 (W) 0 0 0 455220 0 0 0 10,435.0            1,272.3-         7.3-                    6,104.8               9,076.5               49.6                      0               1,162                    12             53% 47%

WR 1 (#1, 1)Pdc1 (W) 0 0 0 455220 0 0 0 12,026.0            1,653.9-         8.2-                    6,248.0               9,398.4               49.5                      0               1,189                    12             53% 47%

WR 2 (#2, 1)Pdc2 (W) 0 129377 0 325843 0 0 -9 158,620.0          14.0-               10.5                  94,251.1            145,824.2          782.7                    183          4,685                    0               73% 27%

WR 1 (#1, 1)Etotal_C (WattEver) 0 0 0 455220 0 0 0 67,682,592.0    922,739.2-    8,315.8-            35,625,347.6    58,400,698.0    411,603.0           0               329,635               12             100% 0%

WR 1 (#1, 1)Udc1 (V) 0 0 0 455220 0 0 0 817.0                  0.0                 451.0                684.0                  730.0                  3.4                        0               186                       12             49% 51%

S 2 (#2, 71)Modultemperatur (Ã‚Â°C) 0 0 0 455220 0 0 -7 255.0                  2.0-                 18.0                  36.0                     55.0                     1.1                        183          3                            12             50% 50%

WR 1 (#1, 1)Uac (V) 0 0 0 455220 0 0 0 243.0                  0.0                 0.0                    237.0                  240.0                  0.6                        0               67                          12             50% 50%

WR 1 (#1, 1)Ertrag (Wh) 0 0 0 455220 0 0 0 3,949,464.0      16,589.7-      60,576.1          2,153,582.6      3,488,307.2      28,614.3              0               34,559                 0               100% 0%

dt 0 0 0 0 455220 0 0% 0%

generation 0 0 0 455220 0 0 0 1.0                       0.0                 0.0                    1.0                       1.0                       0.0                        183          0                            0               0% 0%

S 2 (#2, 71)Etotal_C (WattEver) 0 325843 0 129377 0 0 0 29,078,055.0    166,973.2-    2,513,752.4    20,016,169.9    26,685,739.3    230,447.0           0               431,635               0               100% 0%

WR 1 (#1, 1)Ber_PDC_1+2 0 0 0 455220 0 0 0 20,304.0            2,175.4-         8.5-                    12,354.5            18,508.6            99.0                      0               2,352                    12             53% 47%

WR 1 (#1, 1)Ber_IDC1 0 203097 0 252123 0 0 0 17.0                     0.2-                 2.7                    12.3                     15.3                     0.1                        0               1                            12             53% 47%

WR 1 (#1, 1)Ber_IDC2 0 203454 0 251766 0 0 0 17.1                     0.2-                 2.7                    12.2                     15.4                     0.1                        0               1                            12             53% 47%
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5.2.2 Field Inspection Data 

Aside from the data from the continuous monitoring described in the section above, there is a 

substantial stream of data generated by preventive and corrective field inspection testing. This 

involves the direct examination and testing of physical components in the field, at a much lower 

time resolution compared to the real-time monitoring data described earlier. These inspections 

aim to detect issues that monitoring systems might miss, such as physical damage, degrada-

tion, earth faults, insulation resistance of individual DC strings or potential failures that have 

not yet resulted in a measurable drop of electrical performance. The primary purpose is to 

assess the actual condition of components, validate sensor readings, identify hidden defects, 

and provide ground-truth data to calibrate digital twin models. Table 5 gives an overview of five 

key field-testing activities generating data from the physical to the virtual DT entity. For typical 

PV plants, routine field inspection techniques include visual inspection, thermal (IR) imaging, 

EL testing, I-V curve tracing and inspection of electrical connections [128], [129]. 

Table 5: Overview of key field inspection tests that are generating data to be analysed 

in the context of the PV digital twin. 

Inspection 

Type 

Typical  

Fre-

quency 

Purpose Method Analysis  

Approach 

Visual Inspec-

tion (modules + 

structure) 

Annual Detects physical dam-

age, delamination, dis-

coloration, broken 

glass, frame corrosion, 

and structural issues 

RGB camera, 

handheld or 

UAV 

Defect classifica-

tion, severity as-

sessment 

IR  

Thermography 

Semi-an-

nual or 

annual 

Identifies hotspots indi-

cating cell defects, 

connection issues, or 

bypass diode failures 

before they lead to sig-

nificant power loss or 

safety hazards 

IR cameras 

handheld or 

UAV 

Hotspot detection, 

pattern analysis 

EL Testing Every 2-5 

years or  

upon fault  

detection 

Reveals micro-cracks, 

inactive cells, PID ef-

fects, and other cell-

level defects invisible 

to other inspection 

methods 

InGaAs  

EL camera,  

tripod or UAV 

Cell defect analy-

sis, crack mapping 

I-V Curve  

Tracing 

Annual or 

upon fault  

detection 

Provides detailed per-

formance profile of 

strings or individual 

modules 

Portable I-V  

tracers 

Parameter extrac-

tion, curve com-

parison 

Electrical  

Connections 

Inspection 

Annual Verifies integrity of all 

electrical connections 

from modules to invert-

ers, earth faults, DC 

string isolation re-

sistance 

Visual check, 

IR imagery, 

and selective 

mechanical  

testing  

Contact resistance 

evaluation, insula-

tion check 
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Visual inspection includes inspection by sight by trained technicians, as well as the collection 

of RGB imagery data using handheld, or UAV mounted cameras. The main aims are to identify 

visible physical damage in modules (such as glass breakage, delamination) or structural issues 

with the PV mounting systems. Visual inspection should be conducted at least annually and is 

often the first step of corrective maintenance when faults are identified from the monitoring 

data.  

IR thermography (IR-T) imaging is a technique that allows for the detection of many faults by 

identifying abnormal thermal signatures (hotspots) within modules or strings of modules. 

Hotspots can be caused by a variety of issues, such as cell defects and connection issues, but 

IR-T cannot usually identify the root cause [128]. Still, as IR-T is a contactless technique that 

can detect many types of faults and can be conducted using UAVs and offers high inspection 

throughput at low cost, it is a common field-testing method throughout the lifecycle of the PV 

plant.  

The root cause of faults identified with the techniques described above, cannot always be de-

termined with these techniques, often requiring different or follow-up inspection. Luminescence 

based techniques such as EL or PL also provide visual inspection of PV modules but can offer 

more insight into failures’ root causes as these techniques can for instance identify micro-

cracks, inactive cells, and PID effects. Inspection of the I-V curves of modules or strings using 

portable I-V tracers can also offer insights into specific failure modes [128], [130].  

Field inspections thus help assess the physical condition of a plant, identify early signs of deg-

radation, provide evidence for warranty claims, and collect data that remote monitoring cannot 

capture. This information is important for maintaining asset health and ensuring long-term plant 

performance. Digitalisation of field inspection is happening in several ways. First, digital plat-

forms for PV O&M and data analytics help with the processing and (automated) analysis of 

field inspection data. This includes but is not limited to automated geolocalisation of inspection 

data, linking inspection data to specific PV system components in the digital twin, image seg-

mentation to detect and identify individual modules, and automated analysis of imagery to de-

tect and classify faults from the image signatures. Secondly, digitalisation is enabling novel 

inspection methods such as daylight PL based methods, which aim to offer similar fault detec-

tion and classification capabilities as EL based inspection, but in a contactless and high-

throughput manner [131] [18].  

None of these image analysis methods like IR, PL, EL - can yet provide reliable information on 

the electrical power performance of PV generators. By fusing this image data with precise 

electrical measurement data, AI or analytical tools could provide a solution in the future. 

5.3 Performance Evaluation, Intervention, and Control 

As discussed in Chapter 4, a key application of digital twins is during the operational phase of 

PV systems, to aid in decision support and leverage advanced digital tools for operation and 

maintenance of PV systems. As illustrated in Figure 19, data flows in this context drive PV 

system modelling, based on data included in the digital twin, like PV module data and specifi-

cations, geometric and geographical data on the physical layout of the system over the entire 

power plant site including shading objects, other system specifications (e.g., inverters, mount-

ing, cabling) and monitoring data from the physical twin, but also external data like weather 

data. 

Performance assessment, intervention, and control are crucial aspects of any PV system op-

eration and represents the key use cases for the digital twin concept. Digital twins play a vital 
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role in this process by facilitating the continuous flow of data for analysis, decision-making, and 

optimization. This section explores the key data flows related to Digital Twin modelling, perfor-

mance assessment, predictive maintenance and intervention. 

 

Figure 19: Overview of data and data flows in digital twins. 

5.3.1 Modelling PV Power Plant Performance Using Digital Twins 

A key functionality and application of digital twins in O&M is the representation of the physical 

PV plant by a virtual entity, to model the performance of the physical plant. The digital twins 

allow for a detailed simulation of the performance of the plant and its components, enabling 

the O&M operator to have 1) an overall estimate of the expected power output and the plant 

real-time operating conditions, 2) a breakdown of plant losses as a function of different oper-

ating conditions and performance KPIs and on the component level. These outputs enable 

automated condition monitoring and help the O&M operator detect and localize faults, facilitat-

ing informed decision-making about potentially required intervention in the plant [132].  

In the PV industry, plant performance is typically modelled using either physics-based models 

starting from the component level, data-driven models leveraging machine learning, or a com-

bination of both. A common method involves generating a parameterized 2D or 3D PV system 

model in its physical surroundings, (i.e., the digital twin) [133]. The physical properties para-

metrized in the digital twin are for instance used to model the effective irradiance incident on 

each module’s surface, including the effects of shading from nearby rows of PV modules, 

nearby buildings or from the surrounding terrain, but also angle-of-incidence effects and rear-

side irradiance for bifacial plants on the base of the local and seasonal albedo. Physics-based 

or empirical models are used to model PV module and cell temperature, and this operating 

temperature and the effective irradiance are the key inputs for the PV performance model. 

Alternatively, a data-driven approach levering machine learning and AI algorithms can accu-

rately model the PV plant’s behaviour [134]. The latter approach has limitations when applied 

to other systems. It fails if, for example, two components compensate for each other in the 

basic data set used for learning. 

Digital twin models for PV plants require key data inputs: irradiance, temperature, electrical 

properties of components, and 3D geospatial context. Irradiance and temperature are sourced 

from local weather stations and on-site sensors. Electrical properties come from manufactur-

ers' specs and real-time monitoring. The 3D geospatial context is obtained through satellite 
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images and surveys and local measurement for example of nearby shading objects. These 

inputs are essential for accurate performance simulation and issue identification. 

The modelled outputs of the digital twin-based performance models are used in the O&M of 

PV plants. By comparing real-time performance data with expected performance derived from 

the digital twin, asset managers can identify deviations and potential faults. This allows for 

predictive maintenance (see Section 5.3.4), where issues are addressed before causing sig-

nificant downtime or loss of efficiency. Additionally, modelled data help optimize maintenance 

schedules, like cleaning [135], reduce operational costs, and improve the overall reliability of 

the PV plant. Advanced data-driven techniques, such as AI and robotics, are increasingly in-

tegrated into O&M practices to enhance the efficiency and effectiveness of maintenance ac-

tivities. 

5.3.2 Plant Performance Assessment by KPIs 

To assess whether PV plants are operating according to expectations, it is necessary to com-

pare the data flow from the physical entity, e.g., the monitoring data, to expected values based 

on predefined performance indicators and to a data flow coming from the virtual entity, detailing 

the modelled or expected performance parameters. However, this is only feasible within the 

measurement uncertainties of the real measurement data used in modelling the Digital Twin. 

Nevertheless, the resulting uncertainties in the output data flow of the Digital Twin should al-

ways be considered in high quality decision-making processes. 

 The “Operation and Maintenance Best Practice Guidelines” by SolarPower Europe [136] give 

an exhaustive overview of KPIs to be evaluated during O&M of PV plants. In Error! Reference 

source not found., we present the most relevant KPIs in the context of PV digital twins and 

discuss the requirements in terms of input data flows for each of these KPIs, as well as appli-

cable standards for calculating these KPIs. 

 

Table 6: Overview of PV plant KPIs calculated from data originating from the physi-

cal entity and required input data flows. The list of KPIs is sourced from [136]. The 

calculation standards shown either provide full norms on how to calculate the KPI 

itself or (some) of the necessary inputs. 

KPI Short description Necessary data flows Calculation 

standards 

Reference 

Yield 

Energy yield attaina-

ble assuming opera-

tion at STC, in 

kWh/kWp 

Can be calculated for 

the whole system, or 

for e.g. the PV arrays 

constituting it 

Rated (STC) power of the PV 

modules 

Solar irradiance in the plane of 

the PV modules, measured in-

plane or modelled using:  

• Auxiliary solar irradiance 

measurements;  

• 3D geometrical information 

of the PV system array; 

• solar irradiance transposition 

models using measured irra-

diance, atmospheric param-

eters, and solar position 

data. 

IEC 61724-1:2021 
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Table 6 (continued) 

KPI Short description Necessary data flows Calculation 

standards 

PV array 

yield  

Measured array DC en-

ergy yield in kWh/kWp 

for a desired evaluation 

period 

Rated (STC) DC power of the array 

at the desired level of aggregation;  

Array DC electricity yield at the de-

sired level of aggregation and evalu-

ation period 

IEC 61724-

1:2021 

Final sys-

tem yield  

Measured AC energy 

yield in kWh/kWp for a 

desired evaluation period 

Rated (STC) DC power of the plant 

at the desired level of aggregation;  

Plant AC electricity yield at the de-

sired level of aggregation and evalu-

ation period 

IEC 61724-

1:2021 

Perfor-

mance Ra-

tio 

Yield divided by refer-

ence yield, can be calcu-

lated for full system or for 

e.g. PV arrays constitut-

ing it 

PV array yield or Final system yield; 

Reference yield for PV array or Sys-

tem 

IEC 61724-

1:2021 

Tempera-

ture-cor-

rected  

Perfor-

mance Ra-

tio 

Performance Ratio, cor-

rected for the influence of 

temperature on PV mod-

ule performance 

Specific yield; 

Reference yield; 

Module temperature - measured or 

modelled; 

Module temperature coefficient of 

power at STC conditions 

IEC 61724-

1:2021 

Technical 

Availability 

Percentage of time a PV 

plant is operational 

Total time during which solar irradi-

ance is above a minimum irradiance 

threshold; Downtime 

IEC TS 

63019:2019 

Technical 

Tracker  

Availability 

Percentage of time a 

tracker is operational 

Total time during which solar irradi-

ance is above a minimum threshold; 

Tracker downtime 

IEC TS 

63019:2019 

Contrac-

tual availa-

bility 

Technical availability, 

where the downtime is 

reduced with excluded 

factors agreed in the 

O&M contract  

Total time during which solar irradi-

ance is above a minimum irradiance 

threshold; Downtime; Part(s) of 

Downtime contractually excluded 

IEC TS 

63019:2019 

Contrac-

tual tracker  

availability 

Technical tracker availa-

bility, where the tracker 

downtime is reduced with 

excluded factors agreed 

in the O&M contract  

Total time during which solar irradi-

ance is above a minimum irradiance 

threshold; Tracker downtime; 

Part(s) of tracker downtime contrac-

tually excluded 

IEC TS 

63019:2019 

Energy 

based 

availability 

Energy generated as a 

fraction of the total of en-

ergy generated plus en-

ergy losses.  

Metered energy generation (kWh); 

Lost energy generation, calculated 

(kWh) 

IEC 61724-

1:2021 
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Table 6 (continued) 

5.3.3 Fault Detection using Machine Learning and AI 

As described above, solar PV plants and their operating environment provide a complex 

stream of monitoring data, with faults and degradation modes introducing different anomalies 

in the electrical signatures of the PV plants string and inverter level monitoring data. Current 

data analytics software tools enable the automatic and real-time calculation of KPI’s mentioned 

in Section 5.3.2, in turn, these KPI’s can be used for threshold-based fault detection. However, 

more sophisticated approaches based on the application of machine learning (ML) and artificial 

intelligence (AI) in fault detection for solar PV plants have seen significant advancements in 

recent years. ML and AI based algorithms enables fast and accurate fault detection from mon-

itoring and field inspection data [137]. This advancement is seen as necessary to deal with 

increasingly complex and voluminous data flows from increasingly large PV systems [138], 

[136].  

Modern fault detection techniques leverage a variety of ML and AI methodologies, from re-

gression based techniques used to detect outliers, such as (non)linear, multiple regression or 

those using regression trees, to classification techniques based on K-nearest neighbours 

(KNN), logistic regression, artificial neural networks (ANNs) and support vector machines 

(SVMs), to clustering tools like K-Means and Density-Based Spatial Clustering of Applications 

with Noise (DBSCAN) [137]. Additionally, techniques like deep learning, convolutional neural 

networks (CNNs), and ensemble learning methods such as Random Forest or different forms 

of gradient boosting are employed to analyse large datasets generated by PV systems, includ-

ing electrical parameters, thermal images, and environmental data [139] [140].  

Approaches for detecting faults from imagery data are commonly based on deep learning and 

neural networks, such as an example using aerial infrared thermography (aIRT) imagery to 

detect module faults [20], which employs a coupling of well-known deep learning approaches 

KPI Short description Necessary data flows Calculation 

standards 

Expected 

Perfor-

mance Ra-

tio 

Performance ratio 

calculated using mod-

elled system power 

output 

Modelled system specific yield 

Modelled system reference yield deter-

mined from: 

• Solar irradiance in the module plane de-

termined from model input irradiance 

data; 

Power plant rated (STC) capacity used in 

the model. 

IEC TS 

61724-

3:2016 

Expected 

Yield 

Reference yield multi-

plied with the ex-

pected performance 

ratio over a desired 

evaluation period 

Reference Yield over desired period of 

evaluation; 

Expected Performance Ratio over desired 

period of evaluation. 

IEC TS 

61724-

3:2016 

Energy  

Perfor-

mance In-

dex 

Ratio between the 

specific yield and ex-

pected yield.  

Specific yield;  

Expected yield 

 

IEC 61724-

1:2001 

IEC TS 

61724-

3:2016 
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of real-time object detecting using a single shot method called You Only Look Once (YOLO), 

and a region-based convolutional neural network (R-CNN). The developed tool can automati-

cally detect individual PV modules from aIRT imagery, detect faults and quantify the associated 

power losses [20].  

The integration of ML and AI with big data and Internet of Things (IoT) technologies has further 

enhanced fault detection capabilities. By utilizing data from various sensors and monitoring 

devices, these systems can perform continuous real-time analysis, identifying subtle perfor-

mance deviations that may indicate potential faults [140]. This approach not only improves 

fault detection accuracy but also minimizes false alarms, thereby further optimizing mainte-

nance schedules and reducing operational costs. 

5.3.4 Predictive Maintenance 

The maintenance of photovoltaic plants typically involves technical inspections and repairs to 

ensure the optimal functioning of the PV plant. In recent years, the maintenance of PV power 

plants has increasingly become automated. According to maintenance scheduling it can be 

divided into three groups, namely preventive, corrective and predictive maintenance.  

 

Figure 20: Types of maintenance strategies 

Preventive maintenance includes regular verifications that the key components of the PV plant 

are in working order, it is carried out in regular intervals according to the annual maintenance 

plan proposed by the individual O&M specifications. It must also ensure that equipment war-

ranties are maintained and reduce the chances of malfunctions. The maintenance plan fre-

quency is defined by the specific PV component manufacturer, as well as the remaining useful 

operating time before replacement. An example of corrective maintenance would be a thermo-

graphic inspection to identify for instance defective PV modules or hot spots within a PV plant. 

On the other hand, corrective maintenance corresponds to any activity that requires immediate 

action and repair to restore PV plant systems, equipment or component to a functioning state. 

Corrective maintenance includes fault diagnosis, temporary repair and permanent repair. Cor-

rective maintenance involves identifying the root cause of failures, typically related to manu-

facturer/model/serial number issues, installation errors, or environmental conditions like tem-

perature inside enclosures. Currently both preventive and corrective maintenance are preva-

lent in PV plant operations.  

Predictive maintenance in the PV industry involves using advanced techniques such as ma-

chine learning algorithms on monitoring data to anticipate and address potential issues before 

they occur. This approach ensures the optimal performance and extended lifespan of PV sys-

tems. Advanced predictive maintenance uses historical data to create a baseline model, then 

analyses new data to detect anomalies. 

It is defined as a condition-based maintenance carried out following a forecast derived from 

the analysis and evaluation of the significant parameters of the degradation of the item (ac-

cording to EN 13306). These parameters can be either based on a (1) monitoring software 
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system or (2) on the analysis of tests and inspections carried out as part of the preventative 

maintenance and stored in a smart digital representation of the full PV system.  

According to the literature review by Bosman et al [141], the current approaches and opportu-

nities for PV predictive maintenance can be divided into four groups based on cost and detec-

tion accuracy, namely the manual diagnostic, failure mode and effect analysis, machine learn-

ing and forecast and real time sensors and other real time performance data.  

 

Figure 21: Approaches for predictive maintenance. FMEA: Failure mode and effect anal-

ysis Bosman et all [125]. 

The manual diagnostic covers both quantitative and qualitative approaches. The qualitative 

approach includes visual inspection of the system and individual components as well as the 

infrared thermography of PV modules. Quantitative analysis covers IV curve analysis and in-

sulation resistance measurements of PV modules. These methods are effective at identifying 

issues with the PV modules but do not consider the PV system. One of the challenges associ-

ated with using manual diagnostics is the extensive time required to evaluate the entire plant, 

as well as the potential for human error due to the manual nature of the data collection process 

and the great uncertainty when drawing conclusions about the electrical performance data of 

individual PV modules. 

Failure Mode and Effect Analysis (FMEA) is a semi-quantitative method used to prevent fail-

ures in PV components by identifying their causes and effects [142]. The FMEA has been used 

to identify components with the highest risk of failure. Analysis generally uses historical data 

to identify components prone to failure or examines how specific climatic conditions lead to 

failures. An example of Failure Mode and Effects Analysis (FMEA) involves conducting a fail-

ure analysis on an inverter to determine the root cause. The inverters experienced failures 

under specific climatic conditions, while operating correctly in other environments. Electrical 

inverter boards were examined in a laboratory setting, where it was determined that the issue 

was related to the power relay. Further analysis identified moisture ingress as the cause of 

component failures within the relay. The FMEA study concluded that these inverters should be 

installed exclusively in dry climatic conditions or alternatively moisture insulation should be 

improved. 

The failure mode, effects, and criticality analysis methodology seek to reduce the impact of 

potential failures in photovoltaic systems and thus increase the electrical performance. Con-

sidering the failure probabilities of PV system elements as well as the amount of the associated 

loss is essential for predictive maintenance models. Improving these models involves as-

sessing component failure risks. 
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Machine learning and forecasting as a predictive maintenance approach covers various meth-

ods to estimate solar energy based on weather forecast data. The overall idea is to increase 

the prediction accuracy of PV production and quickly identify any underperformance. Usually, 

historical data is used to define the baseline PV performance model which is later used to 

identify anomalous behaviour. The baseline model shows the behaviour across the compo-

nent's operational conditions. Data analysis involves using new data with the baseline model 

to identify consistent deviations in the component's behaviour. 

Various methods and simulation models have been developed to increase the weather fore-

cast accuracy by identifying any patterns in the weather data which could help predict weather 

parameters in different time horizons and sizes of the local forecast area. Machine learning 

methods are utilizing historical data to train weather prediction models to estimate solar irradi-

ance and temperature to give accurate prediction about the solar energy output. Fault detec-

tion algorithms can be utilized to compare estimated output to actual output by applying error 

thresholds based on fault-free systems. These methods allow identification of total and partial 

productivity loss, enabling pre-emptive maintenance actions.  

 

Figure 22: ML based predictive maintenance analytics. 

Predictive maintenance using real-time sensors involves onsite devices that provide infor-

mation about their state, allowing operation and maintenance service providers to evaluate 

trends or events. Sensor manufacturers should provide a detailed list of status and error codes, 

along with their meanings and the effects on device function. Status and error codes should 

be standardized within the same brand's inverters and dataloggers, and eventually across all 

manufacturers. The Operations & Maintenance (O&M) provider facilitates predictive mainte-

nance through continuous or periodic monitoring, supervision, forecasting, and performance 

data analysis (including historical performance and anomaly detection) of the solar PV power 

plant at various levels such as the DC array, transformer, inverter, combiner box, and string 

level. This can identify subtle trends that would otherwise go unnoticed until the next round of 

circuit testing or thermal imaging inspection and that indicate upcoming component or system 

failures or underperformance (e.g., at solar PV modules, inverters, combiner boxes, trackers., 

etc. level) [143]. 

To summarize, due to the extensive deployment of PV systems, advanced automation and 

remote monitoring are required to ensure the quality of system operations. Despite this, there 

are still challenges and opportunities in this area. These monitoring tools can precisely detect 

when a PV system is underperforming, but they generally do not provide specific actionable 

insights that an owner can use to enhance solar performance. Future predictive maintenance 

systems should be able to differentiate between imminent failures, anomalies that do not result 
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in service disruption, performance degradation, and planned maintenance activities. Addition-

ally, these systems should provide an estimation of the remaining useful life of components 

and e.g., a recommendation for the replacement of components if, for example, a certain num-

ber of PV modules are underperforming. Moreover, they should be able to schedule an optimal 

plan for corrective maintenance activities. 

With the help of predictive maintenance if can be possible to better plan and optimize corrective 

actions will improve the balance between covered and uncovered corrective maintenance ac-

tivities in the contracted services, thus producing a greater impact on the O&M budget. 

IoT Devices and general Sensors [144] 

The Internet of Things (IoT) is a system that integrates various devices, including sensors and 

actuators, to monitor and control industrial processes. In recent years, IoT has been exten-

sively discussed and implemented for the inspection and monitoring of PV plants and the col-

lection of data for analyses and automation primarily for PV roof systems in urban areas. Em-

ploying IoT offers several advantages, such as increased efficiency, improved accuracy, and 

reduced economic costs, In the sense that once it is installed, then it will decrease the cost of 

O&M if a constant stream of system information from the sensors flows within the digital twin 

and supports decision making for operation and maintenance (i.e., fault detection or actuator 

control). Permanently deployed sensors in the field (beyond the classical sensors like pyra-

nometers or reference cells) comprise for example smart inverters that are capable of IV curve 

sweeping of whole strings. Another example are cloud cameras for cloud vector motion detec-

tion with the aim to enhance power and irradiance forecast that is being used to detect anom-

alies of the system. Also, especially in soiling-prone region, soiling sensors are permanently 

installed on site [135]. In the case of integrated systems like FPV or APV, typically more sen-

sors are deployed to monitor the interaction of the systems with its environment or to assess 

the microclimate within the system. As another example, for an AgriPV system not only PV 

performance is being recorded but also soil quality, PAR irradiance, ambient Temperature, soil 

temperature, moisture, dew point etc. 

Fault Detection using Peer-PV systems and Machine Learning 

The PhD of A. Alcaniz [145] is focused on Machine Learning and analytical PV power predic-

tion in relation to maintenance and in previous publications [13] also on the so-called perfor-

mance-to-peer approach by adding system characteristics and optimizing with ML techniques 

and shows promising results. The methodology has been tested in a fleet of more than 12,000 

Dutch systems with up to 7 years of data per system. The proposed model achieves an aver-

age R2 of 94.1% and an NRMSE of 0.05, outperforming in terms of R2 the baseline model by 

1.4 points, and the analytical approach by 3.8. 
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 OUTLOOK AND DEVELOPMENTS 

6.1 Business models for data along the PV value chain  

 

Digitalisation plays a major role in cost reduction through decreased effort and higher efficiency 

in data curation and stewardship. Especially well-developed information models (Chapter 3 on 

data models) support the handover of crucial project data in an interoperable way between the 

different phases of a PV project. Figure 23 shows the circular phases of a project (engineering, 

procurement, construction, commissioning, operation). Between all these phases, data are be-

ing exchanged, analysed, stored and documented, and very often it is still very difficult to ac-

cess this information, as it is often not properly FAIRified (see Chapter 3). 

 

Figure 23: Circular Phases of PV projects, adapted from Solar Power Europe EPC guide 

V1.0. 

Here, the large amount of data that a PV project and its digital twin generate over its lifetime 

must be stored and made accessible in a sustainable way. One such way to do that is within 

a cloud infrastructure of a federation of trust, also known as data spaces. 

On a European level, the digitalisation of the energy system and data exchange therein are 

seen as key enablers for a resilient energy system, as set forth in the EU action plan on “Digi-

talising the energy System” [146]. In principle, this is based on a set of European directives 

and action plans. Since 2014, the European Commission has implemented various measures 

to promote the development of a data-driven economy. These measures include the Regula-

tion on the free flow of non-personal data, the Cybersecurity Act, the Open Data Directive, and 

the General Data Protection Regulation [147]. Ultimately, these initiatives support the “Euro-

pean Green Deal, 2019” and the “European Strategy for Data and AI, 2020” 
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Possible business models include the integration and connection of a digital twin with an En-

terprise Resource Planning system (ERP), or the deployment of AI (e.g., large language mod-

els, LLMs) to extract metadata and information from unstructured documentation heaps. Dur-

ing system monitoring and maintenance, machine-learning based Root Cause Analysis and 

pre-emptive maintenance become increasingly important.  

Currently, Business models are enabled by data and integration and other developments in 

R&D, like data spaces, federations to avoid data silos, a handover of data between phases in 

an interoperable way. 

Digitalisation of O&M processes in PV systems lead to significant cost reductions and en-

hanced operational efficiencies. The integration of technologies such as virtual reality (VR) and 

augmented reality (AR) is increasingly being used, enabling remote training and support for 

technicians. This facilitates complex maintenance tasks without the need for on-site presence, 

thereby saving time and travel costs. 

In the realm of fully unsupervised automated O&M and inspection, advanced solutions like 

"drone-in-a-box" systems are emerging. These systems autonomously deploy drones for rou-

tine inspections and maintenance of PV installations, significantly reducing manual labor and 

the associated costs, especially for large PV assets. This technology allows for real-time data 

collection and analysis, ensuring timely interventions when issues are detected. 

Also, Vegetation Management Robots, or mowing robots, are actively used for vegetation con-

trol around PV installations. While effective on flat terrains, there is still a need for solutions 

that can operate on slopes. Walking Robots: Future developments may include robotic sys-

tems that can navigate uneven terrain to perform visual inspections and maintenance tasks. 

The integration of IoT sensors into PV modules allows the deployed of a large number of low-

cost sensors. These sensors provide valuable data for predictive maintenance practices. By 

analysing this data, operators can forecast potential failures and schedule maintenance pro-

actively, thereby minimizing downtime and repair costs. 

The commercial integration of these advanced technologies is crucial for the scalability and 

effectiveness of digitalised O&M in the PV sector. As the industry evolves, we anticipate a 

future where fully robotic, unsupervised automated maintenance becomes the norm. This will 

be driven by advancements in AI, machine learning, and robotics, ultimately leading to more 

efficient and cost-effective operations. 

In conclusion, digitalisation is set to transform the O&M landscape of the photovoltaic sector, 

with significant implications for cost reduction and operational efficiency. The ongoing devel-

opment and adoption of innovative technologies will play a critical role in shaping the future of 

PV maintenance and management. 

6.2 Outlook for AI and digitalisation in PV 

6.2.1 The role of AI and digitalisation in PV 

The integration of AI into O&M of PV systems potentially brings large improvements to the 

solar energy sector. AI-driven digitalisation enhances the O&M of PV plants by breaking down 

silos and enabling data-driven decision-making [10]. Applications of AI in PV systems, such as 

predictive maintenance and energy forecasting, are already improving performance optimiza-

tion and reliability if the underlying data is based on reliable sensors and sources [10]. Where 

current applications of AI in PV O&M are largely based on “classical” data-driven AI and ML 

tools for, for instance, failure detection and forecasting, the new wave of Generative AI with 
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language and vision models enables many new possibilities for PV [148]. A strong example is 

multi-agent drive automated failure detection and intervention in PV O&M, where a combina-

tion of AI and robotics for field inspection and intervention can drastically lower O&M costs and 

labour requirements, decoupling PV growth from labour constraints [148] [149]. Due to its un-

derstanding of natural language, generative AI also offers the potential to increase efficiency 

and accuracy of technical reporting and improve interaction of human operators with data an-

alytics platforms.  

By decoupling PV scale and growth from labour constraints, digitalisation and AI are facilitating 

the massive deployment of photovoltaics within the energy system, where AI's role in PV digi-

talisation extends to enhancing grid integration and optimizing energy storage solutions. For 

instance, by combining detailed AI-driven PV system modelling, grid modelling, power and grid 

forecasting, PV systems, potentially with support of battery storage can provide virtual inertia 

comparable to the real physical inertia offered by generators in traditional fossil fuel plants 

[150]. This means that PV systems become connected systems [149], that are “grid-friendly” 

and offer smooth power output under challenging conditions. As AI continues to evolve, inte-

grating it into PV digitalisation will be crucial for advancing the efficiency, reliability, and scala-

bility of solar energy systems, solidifying the role of PV in the energy transition [150] [151]. 

6.2.2 Fleet-based modelling, outlook from research to industry 

Fleet-based modelling has become increasingly feasible with the advancement of computing 

techniques. A representative example is presented in Section 4.4.2, showcasing a data-driven 

digital twin developed for a fleet of real-world PV systems. This digital twin adopts a foundation 

model approach [152] which overcomes the limitations of single-site models and enables more 

generalized and accurate predictions across diverse PV system performances. In the research 

space, large-scale analysis is now possible for fleet-based PV performance assessment tasks 

such as missing data imputation [113], degradation pattern identification, and performance 

loss rate (PLR) analysis [114] [115] [153] [154] [155]. Given the inherently spatiotemporal na-

ture of PV system data, graph-based approaches—particularly spatiotemporal Graph Neural 

Networks (stGNNs)—have shown considerable promise for fleet-wide modelling [114], [113], 

[154]. Recent work has demonstrated the successful application of st-GNNs to PLR analysis 

across a fleet of 100,000 systems [115]. 

6.3 Cyber Security Outlook 

As digital twins become increasingly important in the planning, procurement, operation, and 

administration of PV applications, their complexity, user demands, and reliance on digital prop-

erty and connectivity introduce new cybersecurity vulnerabilities. The entire energy sector is a 

critical component of modern infrastructure, requiring robust security policies and practices to 

protect against evolving cyber threats. Security measures are therefore essential not only to 

protect sensitive operational and performance data but also to ensure continuous power gen-

eration, maintain grid stability, and prevent serious damage.  

The importance of cybersecurity also extends significantly to the conceptualization, develop-

ment, deployment and ongoing application of digital twins in PV. Right from the start, at the 

conceptual stage, cybersecurity considerations should be integrated into the digital twin’s foun-

dational design, aligning with applicable cybersecurity standards, national regulatory frame-

works, and internal company guidelines. This approach prevents inherent vulnerabilities and 

reduces risks that may become difficult or impossible to correct at later stages.  

The development (including also procurement of external components, if necessary) must pri-

oritize products, software and other third-party solutions that possess valid security certificates, 
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recent updates, and trustable sources. Secure deployment requires careful integration into 

existing digital infrastructure and interfaces, particularly the verification of functional security 

protection, to avoid the introduction of new vulnerabilities. Throughout the application phase, 

continuous maintenance, systematic monitoring, and regular cybersecurity audits safeguards 

digital twins against ongoing threats, ensuring sustained reliability and effectiveness.  

Addressing cybersecurity challenges proactively enables PV service providers and operators 

to establish essential conditions for secure digital twin operations within an increasingly digit-

ized and efficient energy landscape. 

The growing number of external cyber-attacks underscores the urgent need for robust cyber-

security measures in energy systems. Operators of critical infrastructures muss comply with 

minimum IT security standards and implement protective measures to protect their systems 

against cyber-attacks. Effective cybersecurity strategies require a comprehensive approach 

involving both organizational and technical actions. Internationally, several initiatives empha-

size the significance of protecting critical energy infrastructures. At the European level, the 

NIS 2 Directive3 (network and information systems, Directive 2022/2555) establishes stand-

ardized cybersecurity requirements for critical infrastructure sectors, including energy. Addi-

tionally, the EU Cybersecurity Act4 (Regulation EU 2019/881) establishes a European cyber-

security certification framework for ICT and EU Directive on the Resilience of Critical Entities5 

(EU 2022/2557) aims to enhance both physical and digital resilience of energy infrastructures. 

On the global scale, organizations such as the International Electrotechnical Commission 

(IEC), notably standards such as IEC 62443-5 (industrial communication networks), IEC 

62351-9 (energy management systems), IEC 27001 (general guide for SME), IEC 27002 (gen-

eral security controls), and IEC 27019 (energy utility industry), as well as the National Institute 

of Standards and Technology (NIST), particularly through its Cybersecurity Framework CSF 

(particularly version 1.0, on critical infrastructures), develop specialized cybersecurity stand-

ards and frameworks tailored specifically to energy sector needs, coordinating security prac-

tices across borders. 

Cybersecurity involves protecting digital systems, networks, and data – where digital twins are 

utilized – against unauthorized access or disruptions. For photovoltaic applications, digital 

twins can manage sensitive operational data, system configuration, service scopes, or perfor-

mance metrics. The following table describes cybersecurity terms6 relevant for digital services 

in energy systems. 

Table 7 Cybersecurity terms relevant for digital services in energy systems.  

Term Definition 

Vulnerability Weakness in information systems, system security proce-

dures, internal controls, or implementations exploitable by 

cyber threats 

Incident Response / Handling Actions and procedures aimed at mitigating security 

breaches and violations effectively 

 

 
3 https://eur-lex.europa.eu/eli/dir/2022/2555 

4 https://eur-lex.europa.eu/eli/reg/2019/881/oj 

5 https://eur-lex.europa.eu/eli/dir/2022/2557/oj 

6 https://csrc.nist.gov/glossary 
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Table 7 (continued) 

Term Definition 

Resilience The capability of information systems to continue functioning 

under adverse conditions or to quickly recover within an ac-

ceptable timeframe 

Availability Ensuring timely and reliable access to and use of information 

systems and data 

Integrity Guarding against unauthorized modification or destruction of 

information, including ensuring authenticity and non-repudia-

tion 

Authentication Verifying the identity of a user, process, or device as a pre-

requisite to allowing access to resources within an infor-

mation system 

Confidentiality Preserving authorized restrictions on information access and 

disclosure, including the protecting personal privacy and pro-

prietary information 

 

Effective cybersecurity in respect to digital twins and services in PV applications must be built 

on practical, actionable principles that involve all relevant stakeholders. According to the Solar 

Best Practices Guidelines7 and NREL’s report on cybersecurity in PV plant operations8, cyber-

security begins with clearly defined roles and responsibilities across the value chain. System 

manufacturers and software developers are responsible for integrating security features into 

digital twin platforms from outset, such as secure authentication, encrypted data transmission, 

and role-based access control. Operators and asset owners must implement and maintain 

these measures by enforcing access restrictions, updating firmware and software regularly, 

and monitoring PV systems for irregular activity. 

Service providers and integrators play a critical role in ensuring secure system architecture 

during deployment. They must verify component trustworthiness and adhere to recommended 

integration protocols. Meanwhile, monitoring and maintenance teams are responsible for reg-

ular audits, identifying and addressing vulnerabilities, and responding to incidents immediately. 

Practical cybersecurity measures include using complex, regularly updated passwords and 

access controls, implementing multi-factor authentication for access to critical components, 

isolating networks (e.g., separating SCADA and administrative IT procedures), and establish-

ing comprehensive backup and recovery procedures. Rather than treating cybersecurity as an 

IT-only issue, it must be approached as a shared responsibility embedded in every phase of 

digital twinning. 

Neglecting cybersecurity in digital twin applications can lead to significant impacts on PV sys-

tems and companies: 

 
7https://solarbestpractices.com/guidelines/detail/data-management-and-high-level-monitoring#chap-

ter354 

8Walker, Andy, Jal Desai, Danish Saleem, and Thushara Gunda. 2021. Cybersecurity in Photovoltaic 

Plant Operations. Golden, CO: National Renewable Energy Laboratory. NREL/TP-5D00-78755. 

https://www.nrel.gov/docs/fy21osti/78755.pdf. 
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Table 8: Impacts on PV systems when neglecting cybersecurity. 

Impacts Area Consequences 

Operational Unexpected system downtime, reduced availability and energy 

output, and compromised grid injection; disruption of service, 

real-time monitoring, technical safety, control and other ele-

mental functions 

Economic Burdens due to incident response, recovery or emergency repair 

costs, ransom payments, damage to reputation or investor con-

fidence, increase of insurance costs 

Data-related Leakage, manipulation or loss of sensitive data such as key per-

formance indicators, financial figures, operational settings, con-

tractual obligations or personnel details; impair of operational 

decision-making and compromise competitive advantages 

Regulatory and legal Non-compliance can result in legal action, significant fines, op-

erational restrictions, facing audits, public scrutiny, litigations 
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 CONCLUSIONS 

This report "Digitalisation and Digital Twins in Photovoltaic Systems" explores the integration 

of digital technology within the PV sector in five chapters. It emphasizes the importance of 

digital twins, defined as virtual representations of PV systems that utilize real-time data to en-

hance decision-making processes across the system's lifecycle. Key topics include the role of 

data models, the significance of standardized data for interoperability, risk analysis, and digi-

talisation's impact on the efficiency and reliability of PV operations. The report also highlights 

the ongoing challenges of terminology consistency and data governance in the PV industry.  

Key takeaways from this report are: 

o Digitalisation significantly contributes to risk analysis in PV projects, allowing stakehold-

ers to quantify and mitigate risks associated with component failures, design flaws, and 

environmental factors. 

o A digital twin is a virtual representation of a PV system that is continuously updated 

with real data and used for simulation and decision support throughout the system's 

lifecycle.  

o The emphasis on the digital twin as a core concept signals its potential to revolutionise 

how PV systems are designed, operated, and maintained, ultimately contributing to the 

sector's growth and sustainability in the energy transition. 

o Robust, standardised data models and ontologies—such as MDS‑Onto—are essential 

for interoperable, FAIR data, enabling effective data sharing and forming the foundation 

for successful digital twin implementation in the PV industry. 

o Two approaches to digital twinning are discussed: physics-based digital twins, which 

use physical models to simulate behaviour, and data-driven digital twins, which rely on 

real-world data to model system performance. 

o By leveraging data from both the physical and virtual entities, digital twins enable de-

tailed simulations of expected power outputs and help identify deviations from antici-

pated performance. 

o The integration of artificial intelligence (AI) and the Internet of Things (IoT) are key 

components in optimising operations and maintenance (O&M) processes for PV sys-

tems. 

o Cyber security is of utmost importance to be considered at all levels of digitalisation. 

Chapter 2, “Digitalisation in the PV sector”, investigates the transformative role of digitalisation 

within the PV sector, emphasizing its profound impact on various stages of the PV project 

lifecycle. The chapter begins by illustrating how digitalisation enhances each phase, from man-

ufacturing PV components to operation and maintenance, ultimately aiming for a more inte-

grated and efficient system. It highlights the necessity of establishing a cohesive digital strat-

egy that unites disparate digital efforts across the entire value chain, recognizing that many 

initiatives are currently disconnected and that full integration remains a significant challenge. 

Digitalisation significantly contributes to risk analysis in PV projects, allowing stakeholders to 

quantify and mitigate risks associated with component failures, design flaws, and environmen-

tal factors. By leveraging data analytics and real-time monitoring, digitalisation facilitates 
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proactive risk management, thereby enhancing reliability and performance outcomes. Central 

to the discussion is the concept of the digital twin, which serves as a pivotal element in the 

digitalisation of PV systems. A digital twin is a virtual representation of a PV system that is 

continuously updated with real data and used for simulation and decision support throughout 

the system's lifecycle. The chapter argues that the comprehensive implementation of digital 

twins can significantly optimize performance, maintenance, and overall operational efficiency 

in PV systems. 

Chapter 2 concludes by reinforcing the idea that while digitalisation in the PV sector offers 

remarkable opportunities for improvement, it also requires collaborative efforts among all 

stakeholders to ensure effective implementation and integration of digital technologies. The 

emphasis on the digital twin as a core concept signals its potential to revolutionize how PV 

systems are designed, operated, and maintained, ultimately contributing to the sector's growth 

and sustainability in the energy transition. 

Chapter 3, “The Role of Data Models and Data Structures”, discusses the critical significance 

of data models and data structures in the PV sector, particularly in the context of digital twin-

ning. It begins by explaining the concepts of taxonomies and ontologies, highlighting their roles 

in organizing and structuring data. While taxonomies provide a static classification, ontologies 

offer a dynamic representation that enhances semantic understanding and interoperability. 

The chapter presents the current status of PV taxonomies, notably the Orange Button Taxon-

omy, which standardizes financial and design aspects within the PV value chain. However, it 

notes that the development of ontologies in the PV domain is still emerging, with significant 

work needed to unify terminologies and enhance data sharing. A key focus is the Materials 

Data Science Ontology (MDS-Onto), which aims to address terminology inconsistencies and 

improve data integration across the PV sector. The chapter outlines how MDS-Onto provides 

a framework for ontology creation, thereby facilitating FAIR (Findable, Accessible, Interopera-

ble, Reusable) data practices. The chapter concludes by emphasizing the necessity of adopt-

ing standardized and interoperable data models to enhance data sharing and collaboration 

among stakeholders in the PV industry. It also stresses that well-defined data structures are 

essential for ensuring the reliability and performance of PV systems. 

Chapter 4, “Definition of Digital Twins in PV”, focuses on defining Digital Twins (DT) specifically 

within the context of PV systems. It begins by outlining the foundational concept of a digital 

twin, which integrates three key components: the physical entity, the virtual entity, and the data 

flows between them. The physical entity represents the actual PV system, while the virtual 

entity is a digital representation that employs various models to simulate the system's behav-

iour. Data flows refer to the information exchanged between these entities, crucial for real-time 

monitoring and decision-making. The chapter describes different types of digital twins, includ-

ing Digital Models, Digital Shadows, and fully integrated Digital Twins, with the latter repre-

senting the most complex form of integration. It emphasizes that digital twins can span the 

entire lifecycle of a PV system, supporting activities such as planning, design, operation, and 

maintenance. Moreover, two approaches to digital twinning are discussed: physics-based dig-

ital twins, which use physical models to simulate behaviour, and data-driven digital twins, which 

rely on real-world data to model system performance. The latter is particularly valuable when 

the underlying physics is complex or poorly understood, allowing for a more straightforward 

representation of system behaviour based on actual operational data. The chapter concludes 

by highlighting the potential applications of digital twins in the PV industry, including enhanced 

performance monitoring, predictive maintenance, and improved decision support. Overall, it 

establishes digital twins as a transformative tool in optimizing the operational efficiency and 

reliability of PV systems throughout their lifecycle. 
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Chapter 5, “Digital Twins in PV O&M: Data Flows and Applications”, examines the role of digital 

twins in the operation and maintenance (O&M) of photovoltaic (PV) systems, emphasizing the 

significance of data flows in ensuring their functionality. It starts by detailing the continuous 

monitoring data collected from various physical components of the PV systems, such as in-

verters and weather stations. This real-time data is crucial for assessing the performance of 

the PV plant and is typically transmitted to a cloud-based monitoring system. The chapter fur-

ther explores field inspection data, which are gathered during scheduled maintenance or in 

response to detected anomalies. These inspections utilize techniques like visual assessments, 

thermography, electroluminescence testing, and I-V curve tracing to identify issues that stand-

ard monitoring might overlook. Such data contribute to a comprehensive understanding of the 

physical condition of the plant and are essential for maintaining its long-term performance. The 

chapter also discusses the various applications of digital twins in PV O&M, focusing on their 

capacity to model plant performance, detect faults, and facilitate predictive maintenance. By 

leveraging data from both the physical and virtual entities, digital twins enable detailed simu-

lations of expected power outputs and help identify deviations from anticipated performance. 

This predictive capability allows for timely interventions, enhancing operational efficiency and 

reliability. To summarize, Chapter 5 illustrates how digital twins, through effective data flows, 

empower PV systems to optimize performance, streamline maintenance processes, and ulti-

mately contribute to the successful management of solar energy assets over their lifecycle. 

Chapter 6, “Outlook and Developments”, discusses the future directions for digitalisation and 

the role of digital twins in the PV sector, emphasizing the impact of advanced technologies and 

the importance of robust business models for data management. It highlights the transforma-

tive potential of digitalisation in enhancing efficiency and reducing costs across the PV value 

chain. The chapter also elaborates on the integration of artificial intelligence (AI) and the Inter-

net of Things (IoT) as key components in optimizing O&M processes for PV systems. The role 

of cybersecurity is highlighted. As the reliance on interconnected digital systems increases, 

vulnerabilities to cyber threats grow, making strong cybersecurity measures essential. The 

chapter emphasizes that from the conceptualization of digital twins to their deployment and 

application, cybersecurity must be integrated into every phase. This includes ensuring that 

security protocols align with industry standards and continuously monitoring for potential 

threats. A proactive approach to cybersecurity not only protects sensitive operational data but 

also ensures the reliability and effectiveness of PV systems. Overall, the chapter underscores 

the necessity of addressing cybersecurity challenges in the context of digital twins as the "el-

ephant in the room", while also highlighting the advancements in AI and automation that can 

significantly enhance the performance and management of PV systems in the future. 
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